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SPECIAL AUDIT AND GOVERNANCE COMMITTEE

MINUTES OF MEETING HELD ON WEDNESDAY, 8 AUGUST 2018

Present: Michael Bonner, Independent Chair; Councillors: Gwynneth Everett, Joan Hully, 
Alistair Norwood, David Riley, Graham Sunderland and Gillian Troughton

Anthony Payne – Independent Person

Officers: Julie Betteridge, Executive Director Operations and Monitoring Officer, Anne- Marie 
Haughton, Commercial Manager and Investigating Officer; Denise James, Democratic Services 
Officer.

AU11 Apologies for Absence 

An apology for absence was received from Councillor Martin Barbour.

AU12 Declarations of Interests in Agenda Items: 

All Members declared an interest due to knowing the subjects Member and complainants.

AU13 To Consider Complaints under the Councils Code of Conduct - Referred from Standard Sub 
Committee 

Consideration was given to three complaints referred to the Audit and Governance 
Committee from the Standards Sub Committee in January 2018.

Prior to commencement of the considerations of each complaint The Executive Director and 
Monitoring Officer, Julie Betteridge detailed the procedures to be followed and the role she 
held throughout the process. Michael Bonner also confirmed his position as Independent 
Chairman of the Committee and introduced Anthony Payne as Independent Person who was 
tasked to observe, challenge and advise. 

The committee agreed that it was not in the public interest to hear the complaints in public it 
was therefore moved, duly seconded and 

RESOLVED – That the press and public be excluded for the remaining items of business in 
view of likely disclosure of exempt information as defined in paragraphs 1-3 of part 1 of 
Schedule 12A of the Local Government Act 1972 (as amended).

The Chairman confirmed that as the meeting was in private recording was strictly prohibited 
the Subject Members, for each complaint, Members of the Committee, Independent Person 
and Officers all confirmed that they were not recording proceedings. 

Note – The Complainants for each case were not in attendance.
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a Complaint 1 

Consideration was given to two allegations that the Subject Member of Copeland Borough 
Council had been disrespectful to one of the complainants and made defamatory statements 
on Facebook therefore breaching the Nolan principles.

The Committee heard representations from the Investigating Officer Anne-Marie Houghton 
which set out details of the complaint against the Subject Member. The Subject Member was 
then given the opportunity to make comment on the complaint.

A full questioning and open debate then took place and the Subject Member was given the 
opportunity to sum up.  

The Subject Member and Commercial Manager left the room at this point to allow the 
Members of the Committee to deliberate and reach a decision.

It was unanimously AGREED that there was no breach to Copeland Borough Council’s Code of 
Conduct.

RESOLVED – That the complaints be DISMISSED.

b Complaint 2 

Consideration was given to an allegation that the Subject Member of Whitehaven Town 
Council had interfered with the Council’s democratic process by not permitting discussion at 
Whitehaven Town Council meeting in September 2017 and failing to give 3 days notice of 
these items being subject to press and public exclusion.

The Committee heard representations from the Investigating Officer Anne-Marie Houghton 
which set out details of the complaint against the Subject Member. The Subject Member was 
then given the opportunity to make comment on the complaint.

A full questioning and open debate then took place and the Subject Member was given the 
opportunity to sum up.  

The Subject Member and Commercial Manager left the room at this point to allow the 
Members of the Committee to deliberate and reach a decision.

It was unanimously AGREED that there was no breach of Whitehaven Town Council’s Code of 
Conduct.

RESOLVED – That the complaints be DISMISSED.

c Complaint 3 

Consideration was given to an allegation that the Subject Member of Whitehaven Town 
Council had breached the Town Council’s financial regulations section 10.4 potentially 
bringing the Council into disrepute and a breach of regulations with respect to funding for the 
Whitehaven Town Council’s Christmas Events.
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The Committee heard representations from the Investigating Officer Anne-Marie Houghton 
which set out details of the complaint against the Subject Member. The Subject Member was 
then given the opportunity to make comment on the complaint.

A full questioning and open debate then took place and the Subject Member was given the 
opportunity to sum up.  

The Subject Member and Commercial Manager left the room at this point to allow the 
Members of the Committee to deliberate and reach a decision.

It was unanimously AGREED that there was no breach of Whitehaven Town Council’s Code of 
Conduct.

RESOLVED – That the complaints be DISMISSED.

The Meeting closed at 1.00 pm 

Chairman
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AUDIT AND GOVERNANCE COMMITTEE

MINUTES OF MEETING HELD ON WEDNESDAY, 8 AUGUST 2018

Present: Michael Bonner, Independent Chairman; Councillors Gwynneth Everett, Joan Hully, 
Alistair Norwood, David Riley, Graham Sunderland and Gillian Troughton

Officers: Julie Betteridge, Executive Director Operations; Jo McLeod, Head of Corporate 
Resources; Ian Smith Interim Audit Manager; Denise James, Democratic Services Officer

Peta Leigh, Policy Officer and Janet Sinnott- Revenues Team Leader- Agenda Items 1-7  

Gareth Kelly and Jamie Wright - Grant Thornton

AU14 Apologies for Absence 

Apologies for absence received from Councillor Martin Barbour

AU15 Declarations of Interests in Agenda Items: 

Councillor Joan Hully declared an interest in issues relating to benefits and Agenda Item 10 
Partnership review due to being a Director of Regen. Councillor Graham Sunderland declared 
an interest in Agenda Item 7 due to being a landlord.

AU16 Minutes of the meeting held on 13 June 2018 

RESOLVED – That the minutes of the meeting held on the 13 June 2018 be signed by the 
Chairman as a correct record.

AU17 Appointment of Deputy Chairman 

It was moved by Councillor Joan Hully duly seconded and 

RESOLVED – That Councillor Graham Sunderland be appointed as Deputy Chairman for the 
2018/19 municipal year. 

AU18 Grant Thornton -  HBAP Letter of Engagement 

The terms of engagement between Copeland Borough Council and Grant Thornton was 
submitted and noted.

AU19 Grant Thornton Progress Report 

The Grant Thornton Audit Progress and Sector Update was submitted and noted.

AU20 Draft Debt Recovery Policy 

Consideration was given to the draft Corporate Debt Recovery Policy prior to submission to 
the Executive and Council for formal approval.
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During consideration of this item Members asked for the recovery of parking fines to be 
included in the Policy and also the names of the enforcement agency for the collection of high 
value debts to be removed from the document.

RESOLVED – That taking on board the comments made by Members Council be 
recommended to approve the Policy for implementation.

AU21 Quarterly Risk Management Report  - Quarter 1 2018/19 

Consideration was given to the Risk Monitoring Report for Quarter 1 of 2018/19.

RESOLVED – That a) the updated Strategic Risk Register as set out in Appendix A to the report 
be noted;
b) the changes made to the Strategic Risk Register during quarter 1 of 2018/19 be noted;
c) the “Red” Operational Risks for Quarter 1 of 2018/19 be noted; and 
d) no further recommendation be made to the Executive for consideration.

AU22 Implementation of Audit Recommendations 

Consideration was given to a report updating on the position of Priority one and Priority two 
audit recommendations as at the end of quarter one of 2018/19.

RESOLVED – That the report and progress made in implementing overdue recommendations 
be noted.

AU23 Annual Partnership Assessment 

Consideration was given to the Council’s annual assessment and review of the strategic and 
operational partnerships it engages with.  

RESOLVED – That the 2017-18 partnership review and the revised list of strategic partnerships 
the Council will be actively engaged with during 2018-19 be noted.

AU24 Internal Audit Monitoring Report 

Consideration was given to the Internal Audit Monitoring report for the period April – July 
2018.

RESOLVED – That the report be noted.

AU25 Internal Audit Annual Report 2017/18 

Consideration was given to a report summarising the outcomes of work carried out by 
internal audit for 2017/18 including the Audit Managers opinion of the effectiveness of the 
Council’s arrangements for risk management, governance and internal control in accordance 
with the requirements of the Public Sector Internal Audit Standards.

RESOLVED – That 
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a) the progress achieved in 2017/18 in delivering the audit plan and the outcomes of 
completed audit reviews set out in Appendix 1 to the report be noted;

b) the Internal Audit Managers opinion of limited assurance on the Council’s overall 
systems of governance, risk management and internal control for the year ended 31st 
March 2018 be noted;

c) the Internal Audit Managers declaration of conformance with the mandatory Public 
Sector Internal Audit Standards be noted;

d) the Internal Audit Managers declaration of Internal Audit independence as required by 
the PSIAS as set out at Agenda Item 5 of the Agenda be noted;

e) the Internal Audit performance measures are included at Appendix 2 to the report be 
noted; and 

f) the outcomes of the Quality Assurance and Improvement Programme at Appendix 3 to 
the report be noted.

AU26 Internal Audit Plan 2017/18 - Progress Report 

RESOLVED – That the Internal Audit Work Plan progress against target for 2017/18 be 
received and noted.

AU27 Code of Conduct Procedure 

Consideration was given to a revised procedure for investigation of complaints under the 
Councillor Code of Conduct.

RESOLVED – That taking on board comments made by Members the revisions to the 
Councillor code of conduct procedure for investigating complaints be recommended to 
Council for approval and adoption.

AU28 2017/18 Final Accounts Timetable - Verbal Update 

Members received and noted an update on the current position with regard to the future of 
the finance team and the 2017/18 close down.

AU29 Grant Thornton Action Plan 

The Grant Thornton action plan was considered and noted.

AU30 Date and Time of Next Meeting 

The next meeting of Audit and Governance Committee will be Wednesday 19 September 
2018 at 2.00pm in the Bainbridge Room.

The Meeting closed at 4.55 pm 

Mayor
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AUDIT & GOVERNANCE COMMITTEE: 07 November 2018

REPORT ON THE IMPLEMENTATION OF AUDIT RECOMMENDATIONS: For Quarter Two of 
2018/19

LEAD OFFICER: Jo McLeod, Head of Corporate Resources
AUTHOR: Jo McLeod, Head of Corporate Resources

WHY HAS THIS REPORT COME TO AUDIT AND GOVERNANCE COMMITTEE?
This report provides an updated position on the implementation of Priority one and Priority 
two audit recommendations as at the end of Quarter Two of 2018/19 (30 September 2018).

AUDIT AND GOVERNANCE COMMITTEE IS RECOMMENDED TO:

a) Note the report and progress being made in implementing overdue recommendations.

b) Consider and agree recommendations made by CLT listed in table 1 of the report. (2.2)

1 OVERDUE ACTIONS DUE AT THE END OF QUARTER TWO: 30 September 2018 

1.1 At the end of Quarter two there are a total of 35 Priority 1 and 2 audit 
recommendations outstanding, with a target date for completion up to 30 
September 2018.  These include recommendations that are made by both internal 
and external audit and from AGS Action Plan (if due).

1.2 The 35 overdue recommendations are made up of 14 Priority 1 and 21 Priority 2 
recommendations.  

1.3 Of the 35 outstanding Priority 1 and 2 audit recommendations, 23 remain overdue 
from the last reporting period (quarter one) and 12 have become overdue in the 
latest period.
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2.0 CLT RESPONSE

2.1 The Corporate Leadership Team have reviewed all overdue Priority 1 and 2 audit 
recommendations.  The table below lists either comment or recommendations made 
by CLT for consideration and or agreement by the Audit and Governance Committee.

Full details and historical notes against each audit recommendations are listed in 
Appendix A

2.2 Table 1

Audit  Annual Governance Statement 2016-17 – March 2018
Recommendation 
Code & Title

Due 
Date

Priority Progress 
Bar

Notes & History Latest Note Last 
update

CLT Comments and 
Recommendations

AR-C_119 Review all 
Human Resources 
Policies to ensure they 
are all up to date and 
reflect current practice.

30-
Jun-
2018

1 50% Phase 1 of the policies for review 
have been identified.  Meeting with 
LMG and other relevant 
stakeholders to be held before the 
end of October.  Revisions, 
recommendations and consultation 
to be concluded by the end of the 
calendar year.

18-Oct-
2018

Priorities have been 
given to 10 policies.  
The first policy for 
review is the 
flexible/agile/home 
working policy this will 
be reviewed by LMG 
on 01.11.18 then for 
consultation with the 
unions

AR-C_122 Ensure the 
timely implementation of 
the ICT Strategy work 
programme.

30-
Jun-
2018

1 50% Principles of ICT Strategy agreed 
by CLT June 2018.
Further development of strategy to 
be continued.

18-Oct-
2018

Draft Strategy to be 
reviewed by CLT on 
31.10.18

AR-C_123 Devise a 
new ICT team structure 
and a training and 
development 
programme.

30-
Jun-
2018

1 50% Draft 1 of the proposals submitted 
to CLT for feedback.  STTUG 
informed that the proposals are 
forthcoming.  IT Team asked to 
provide input into new structure.

18-Oct-
2018

CLT are aware of 
progress on this 
action

AR-C_128 Counter 
Fraud and Corruption 
Awareness refresher 
training to be delivered 
to all officers and 
members within the 
Council.

30-
Jun-
2018

1 50% Permanent Audit Manager in post 
as from 1st October 2018.  Training 
scripts and delivery to be reviewed 
by the end of November 2018.

02-Oct-
2018

CLT request an 
extension to the 
deadline on this audit 
recommendation until 
31.12.18
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Audit Benefits 2017/18
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-C&CS_046 Procedures should be put in 
place to provide clear instructions for the 
necessary classification of Committee 
papers as restricted/Part II.

30-Jun-2018 1 0% Action re-assigned to Electoral and Democratic Services 
Manager (Oct 18)

30-Jun-2018 CLT request an extension to the 
deadline on this audit recommendation 
until 31.03.19

AR-C&CS_045 Formal training programmes 
should be put in place, especially for new 
starters, to ensure staff receive the 
necessary training to allow them to fulfil the 
requirements of their job role.

30-Sep-2018 2 90% A new procedure has been created to follow for new Benefits 
team starters.  New templates have been created identifying 
areas where training is needed.  This will be a living record for 
each staff member.  Consideration still need to be given to a 
new online system for training.

14-Oct-2018 CLT are aware of progress against this 
audit recommendation 

Audit Cash Receipting 2016/17
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-C&CR_018 Management should ensure 
that: a) A copy of the contract for the secure 
cash collection service provider is obtained; 
b) Adequate contract monitoring is put in 
place.

31-Aug-
2017 2 40%

AR reassigned to Chief Finance Officer (Oct 18) 

 
17-Jul-2018

CLT are aware that a number of financial 
contracts are due for renewal.  
Responsibility for the audit 
recommendation has been reassigned to 
the Chief Finance Officer and CLT request 
and extension to the deadline until 
31.01.19

Audit Community Asset Transfer 2016/17
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-C&CS_027 Management should 
establish a written operational procedure to 
translate the Community Asset Transfer 
Policy into working procedures which 
provide guidance to Officers.

30-Apr-2017 1 50% Two working group meetings held and frequency of meetings 
changed to weekly.  Intention to get CAT policy updated and 
agreed at January Executive meeting.

29-Oct-2018 CLT are aware of the progress being 
made against the CAT audit 
recommendations and CLT request an 
extension to the deadline on this audit 
recommendation until 31.03.19

AR-C&CS_028 Standardised assessment 
criteria should be documented, covering the 
main risks as identified by Managing Risks 
in Asset Transfer: A Guide (DCLG, 2008) 
and relevant statutory requirements. The 
assessment record should be signed off by 
a relevant Officer.

30-Apr-2017 1 25% This work is being undertaken in conjunction with the Property 
and Estates Manager and is likely to be completed within the 
next 4 weeks.  

26-Oct-2018 CLT request an extension to the deadline 
on this audit recommendation until 
31.03.19
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AR-C&CS_030 The key risks to achieving 
the objectives of the Community Asset 
Transfer Policy are identified and controls 
and staff responsibilities are allocated.

30-Apr-2017 2 25% We now have a Property and Estates Manager who took up 
post in July 2018.  This follows a period of 11 months without 
a Property Manager in post, due to difficulties to recruit a 
suitably qualified candidate.

The Executive Director and Property and Estates Manager 
are now working together to review and agree priorities and 
action plans.  Executive Director to request that the deadline 
date for this audit recommendation is extended to 30th 
September 2018.

19-Jul-2018 CLT request an extension to the deadline 
on this audit recommendation until 
31.03.19

AR-C&CS_031 A process should be 
established to allow for the recording of 
applications received, the retention of 
documentation and the monitoring of the 
application status.

30-Apr-2017 2 50% CAT register in draft format - to be agreed with updated CAT 
policy, see previous note.

29-Oct-2018 CLT request an extension to the deadline 
on this audit recommendation until 
31.03.19

AR-C&CS_033 The list of available assets 
for community transfer should be reviewed 
periodically by Property Services in 
conjunction with the Legal Services 
Manager and the Director of Customer and 
Community Services to ensure that the 
assets are still appropriate.

30-Apr-2017 2 50% The review of assets is an ongoing process which now needs 
to be finally assessed in line with classifications by the new 
team to ensure that classifications of council assets for CAT 
are up to date and in-line with corporate objectives.

We now have a Property and Estates Manager who took up 
post in July 2018.  This follows a period of 11 months without 
a Property Manager in post, due to difficulties to recruit a 
suitably qualified candidate.

The Executive Director and Property and Estates Manager 
are now working together to review and agree priorities and 
action plans.  Executive Director to request that the deadline 
date for this audit recommendation is extended to 30th 
September 2018.

19-Jul-2018 CLT request an extension to the deadline 
on this audit recommendation until 
31.03.19

Audit Contract Management of Building Maintenance 2016/17
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-C&CR_026 Management should clarify 
and review the current building 
maintenance contract arrangements. 
Specific queries have been raised as 
Milestones for action.

30-Jun-2017 2 0% AR reassigned to Property and Estates Manager (BV)

 

11-Apr-2018 CLT are aware of ongoing progress being 
made against the ‘Contract Management 
of Buildings Maintenance’ audit 
Recommendations.

AR-C&CR_027 Property Services should 
formally set out the full scope of statutory, 
regulatory and best practice testing and 
maintenance, and may wish to include this 
as part of the asset management strategy.

31-Jul-2017 2 50% Asbestos Policy reviewed and confirmed as adopted by CLT.  
Legionella Policy drafted and out to consultation.  Premises 
handbooks confirming occupier liability drafted and due to be 
issued to be tailored to individual properties.  Statutory 
maintenance control sheet and procedure completed.

24-Aug-2018 As Above
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AR-C&CR_029 Departmental procedures 
should be formally documented so there is 
a clear record of assigned responsibilities 
along with methodologies for carrying out 
those responsibilities. The documented 
procedures should be subject to regular 
management review.

31-Jul-2017 1 70% Staff appraisals completed and job descriptions updated and 
adopted - staff understand their responsibilities.  Procedure 
documents still to be written and agreed.

29-Oct-2018 As Above

AR-C&CR_030 The policies for legionella 
and asbestos management should be 
subject to periodic review and are circulated 
to relevant staff. For the Legionella policy, 
the record of nominated responsible and 
authorised persons should be completed.

31-Aug-
2017

2 80% Asbestos policy now agreed by CLT and sent for publication 
to H&S for intranet page.  Legionella draft currently being 
reviewed for reissue

21-Sep-2018 As Above

AR-C&CR_036 Management should 
document quality control arrangements for 
inspection of maintenance work and 
maintain a record of these.

30-Sep-
2017

2 90% Quality control arrangements in place for 10% of general 
work.  Process yet to be documented confirming how checks 
are selected and prioritised.

24-Aug-2018 As Above

Audit Electoral Registration 2016/17
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-C_115 Annual staff appraisals and 
subsequent reviews should be undertaken 
for all staff in line with the Council’s 
Performance Development Review 
guidance.

30-Jun-2017 2 50% Action is now planned for May 2018 11-Apr-2018 Appraisal process is being updated and is due 
for roll out in December 18

Audit Grant Thornton Audit Findings 2016/17 – March 2018
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-AC_082 Ensure the timeliness of the 
financial statements is improved with the aim of 
producing accounts with high quality supporting 
working papers within statutory deadlines.

31-Jul-2018 1 50% Provisional outturn completed, reporting to Exec 
late November. Draft statements to be sent to the 
auditors by end of November.

29-Oct-2018 Additional resources have been 
identified and assigned to the Finance 
Team.  Team has also been relocated d 
to a bespoke office to allow for priority 
to be given to this action.

AR-AC_072 Develop a disaster recovery plan 
and perform a test of this plan at the earliest 
possible convenience.

30-Sep-
2018

1 20% Discussions ongoing within IT Team to agree the 
scope of the test.

18-Oct-2018 CLT are aware of the need to prioritise 
work for this action.

AR-AC_073 Put in place a formalised process 
to create new user accounts. New Active 
Directory access required for new employees 
should be requested through a standardised 

30-Sep-
2018

1 60% AUP revised and in use. 18-Oct-2018 HR are developing a corporate EAF 
which will include notifications to 
relevant parties.
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Active Directory New User Form and tracked 
using an IT Helpdesk ticketing system.

AR-AC_074 Revoke all logical access within 
Active Directory belonging to terminated 
personnel (i.e. "leavers") in a timely manner - 
see Notes for further details.

30-Sep-
2018

1 20% AR reassigned to Head of Corporate Resources 
(JMcL)

30-Sep-2018 HR are developing a corporate EAF 
which will include notifications to 
relevant parties.

Audit Grant Thornton Information Technology Control Environment Review – April 2018
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last 

update
CLT Comments and 
Recommendations

AR-AC_083 Introduce a process whereby 
employees are required to periodically (at least 
annually) formally acknowledge that they have 
read, understand, and will abide by 
requirements outlined in the organisation's IT 
Acceptable Use Policy.

30-Sep-2018 2 75% AUP reviewed.  Process for signing of policy delegated to HR 
to co-ordinate.

18-Oct-
2018

This action is in progress, with an 
expected completion date of 31.10.18

AR-AC_087 Proactively review Finance, Sage 
Payroll and Active Directory logs of information 
security events for the purpose of detecting 
inappropriate or anomalous activity.

30-Sep-2018 2 0% AR reassigned to Head of Corporate Resources (JMcL) 30-Sep-
2018

CLT request an extension to the 
deadline on this audit recommendation 
until 31.12.18

AR-AC_089 Establish documented policies and 
procedures addressing change management 
processes and related control requirements. 
These should be formally approved and 
communicated to all relevant personnel.

30-Sep-2018 2 25% Draft change control process had been written.  Review 
process now needs to commence (Interim IT Manager DW).

30-Sep-
2018

CLT request an extension to the 
deadline on this audit recommendation 
until 31.12.18

Audit Land and Property Disposals 2016/17
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last 

update
CLT Comments and 
Recommendations

AR-C&CR_008 A monitoring process should be 
put in place to allow the effective recording and 
monitoring of the status of those assets 
proposed for sale.

30-Apr-2017 2 75% Disposals monitoring spreadsheet drafted by AMCAT 24-Aug-
2018

CLT request an extension to the 
deadline on this audit recommendation 
until 31.03.19

AR-C&CR_005 The Strategic Asset 
Management Strategy needs review to ensure 
it supports the Corporate Strategy and Medium 
Term Financial Strategy.

30-Sep-2017 2 81% still  under review 23-Oct-
2018

CLT request an extension to the 
deadline on this audit recommendation 
until 31.03.19
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Audit Land Charges Audit 2017/18
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last 

update
CLT Comments and 
Recommendations

AR-LES_084 Management should ensure the 
correct fees and charges are communicated to 
staff to enable these to be implemented 
effectively

30-Jun-2018 2 75% The current Fees and Charges will be formally communicated 
and will be incorporated into the revised procedures.  The 
procedure will be reviewed as a minimum annually at the start 
of the financial year to ensure that fees and charges and 
procedures are current.

31-Jul-2018 JOR to update

Audit Payroll Audit 2017/18
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last 

update
CLT Comments and 
Recommendations

AR-C&CR_057 a) Procedures should be 
regularly reviewed and updated to ensure that 
they are up to date, complete, enhance 
resilience and business continuity; b) Deadlines 
of each process should be adequately 
documented.

31-Jul-2018 1 10% 2 procedures have been completed within the suite of 
approximately 20 payroll procedures.  The other 18 procedures 
aim to be completed by 31/12/2018. 

26-Oct-
2018

CLT are aware of progress being made 
against this audit recommendation. 
Two procedures have been completed within 
the suite of approximately 20 payroll 
procedures.  The other 18 procedures aim to 
be completed by 31/12/2018.

AR-C&CR_059 a) Management should ensure 
that adequate arrangements are in place for the 
accurate and complete payment of liabilities to 
third parties within agreed deadlines;  (see 
notes for recommendations b) and c).

31-Aug-2018 1 50% AR reassigned to include Chief Finance Officer (SB) 29-Oct-
2018

CLT are aware of progress being made 
against this audit recommendation. 
Checklist of actions to Third Party Vendors 
has been produced and utilised each month.  
Spreadsheets are completed and details of 
payments needed to third parties are passed 
to creditors to be paid each month.

Audit Procurement Framework Audit 2015/16
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last 

update
CLT Comments and 
Recommendations

AR-F&MIS_350 The details of contracts should 
be centrally maintained within a shared register 
to ensure contracts due for renewal/review are 
actioned appropriately, and that staff making 
purchasing decisions are aware of what 
corporate contracts are in place.

31-Oct-2016 2 90% 10-Apr-
2018

Communication of corporate contracts to be 
actioned.  All other actions relating to this 
audit recommendation are complete.

AR-F&MIS_348 Management should put in 
place arrangements to ensure that the Contract 
Procedure Rules are regularly reviewed and 
updated to accurately reflect current 
legislation/regulations

31-Dec-2016 2 50% Progress is being made on revisions to contract procedure 
rules with two meetings having been held over the last 2 weeks 
with the solicitor, procurement officer and commercialisation 
officer. A number of revisions are being made both in respect 
of procuring a contractor and managing a contractor. The 
review is taking longer than expected due to the number of 
issues which need to be considered. It is expected that the 

26-Oct-
2018

CLT are aware of progress on this action

P
age 15



A&G071118

new rules will enter member consideration over the next 3 
weeks with the final version being presented to Council on the 
4th December 2018.  

AR-F&MIS_349 Management should put in 
place arrangements to ensure that key 
documents (such as the Contract Procedure 
Rules) published on the Council's website are 
current.

31-Dec-2016 2 40% This action should be transferred to the Democratic Services 
Manager. Having discussed this matter with her she advises 
that documents on the website relating to the constitution are 
now being updated with recent amendments approved by the 
Personnel Panel having been put on the web site. This process 
will continue as documents are approved by members.  

26-Oct-
2018

CLT are aware of progress on this action. 

Audit Revenues and Benefits Service 2016/17
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last 

update
CLT Comments and 
Recommendations

AR-C&CS_035 Formal agreements are put in 
place to clarify the provision of “Systems and 
Support for Localised Revenues and Benefits 
Services” and the “I.T. Shared Service” with 
Carlisle City Council.

31-Mar-2017 2 95%

The formal agreements are now being checked ready for 
signature in April 2018. The quarterly joint operation board met 
18/07/18 and final tweaks are being made to the formal 
agreements.

(Executive Director JB)

19-Jul-2018

CLT note that action cannot be 
completed until CCC circulate final 
agreement which is expected in Jan 
2019.

Audit Working Differently - Agile Working 2015/16
Recommendation Code & Title Due Date Priority Progress 

Bar
Notes & History Latest Note Last update CLT Comments and 

Recommendations

AR-C_113 The Remote Working Policy should 
be reviewed in light of the introduction of agile 
working.

31-Dec-2016 2 50%
Following Cyber Attack this policy is being reviewed in line 
with new IT systems and requirements.  Policy is expected to 
be updated by end of June 2018.

10-Apr-2018
Action is a priority for CLT and is expected 
to be reviewed by LMG and CLT in early 
November 2018.

3 CONSULTEES - Corporate Leadership Team and relevant Managers
4. APPENDICIES – Appendix A – full list of overdue Priority 1 and 2 audit recommendations with a due date of (up to) 30.09.18.
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Appendix A

1

Audit Recommendations - Overdue (Sorted as Assigned To)

Report Type: Actions Report
Report Author: Head of Corporate Resources

SUMMARY OF OVERDUE RECOMMENDATIONS
Priority 1 Priority 2

Total Overdue Recommendations with due dates up to 30/06/18 18 21
“New” Recommendations due in the period 16 18
TOTAL RECOMMENDATIONS TO BE IMPLEMENTED 34 39

IMPLEMENTED FROM LAST AUDIT REPORT 10 6
“NEW” BUT IMPLEMENTED BY PERIOD END 10 12
Total implemented in the Period 20 18
CANCELLED SINCE LAST AUDIT REPORT

OUTSTANDING FROM LAST AUDIT REPORT 8 15
OVERDUE ADDED THIS PERIOD 6 6
Total Overdue Recommendations with due dates up to 30/09/18 14 21

Pentana Performance holds all recommendations from Internal Audit, External Audit and those included in the AGS Action Plan
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2

Assigned To Billing and Recovery Team Leader; Customer Services Team Leader; Revenues & Benefits Team Leader

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

14-Oct-2018 A new 
procedure has been 
created to follow for new 
Benefits team starters.  
New templates have been 
created identifying areas 
where training is needed.  
This will be a living record 
for each staff member.  
Consideration still need to 
be given to a new online 
system for training

AR-C&CS_045 Formal training 
programmes should be put in 
place, especially for new 
starters, to ensure staff 
receive the necessary training 
to allow them to fulfil the 
requirements of their job role.

2

Billing and 
Recovery Team 
Leader; Customer 
Services Team 
Leader; Revenues 
& Benefits Team 
Leader

30-Sep-2018 Benefits 2017/18  
03-Oct-2018 A formal 
training program is being 
looked at.  In the interim 
an individual spreadsheet 
has been set up for each 
member of staff including 
new the new starters 
detailing all the aspects of 
training for Benefits staff.  
A RAG system is being used 
to identify further training.
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3

Assigned To Borough Solicitor

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

26-Oct-2018 This work is 
being undertaken in 
conjunction with the 
Property and Estates 
Manager and is likely to be 
completed within the next 
4 weeks.  

AR-C&CS_028 Standardised 
assessment criteria should be 
documented, covering the 
main risks as identified by 
Managing Risks in Asset 
Transfer: A Guide (DCLG, 
2008) and relevant statutory 
requirements. The assessment 
record should be signed off by 
a relevant Officer.

1 Borough Solicitor 30-Apr-2017 Community Asset 
Transfer 2016/17 

23-Jul-2018 We now have 
a Property and Estates 
Manager who took up post 
in July 2018.  This follows a 
period of 11 months 
without a Property 
Manager in post, due to 
difficulties to recruit a 
suitably qualified 
candidate.

The Executive Director and 
Property and Estates 
Manager are now working 
together to review and 
agree priorities and action 
plans.  Executive Director 
to request that the 
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4

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

deadline date for this audit 
recommendation is 
extended to 30th 
September 2018.

Assigned To Chief Executive

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

11-Apr-2018 Action is now 
planned for May 2018

12-Oct-2017 Action still 
outstanding due to 
unusually high time and 
resource demand on the 
Election's team in 2017.

AR-C_115 Annual staff 
appraisals and subsequent 
reviews should be undertaken 
for all staff in line with the 
Council’s Performance 
Development Review 
guidance.

2 Chief Executive 30-Jun-2017
Electoral 
Registration 
2016/17 

16-Jun-2017 Staff 
appraisals for 2017/18 will 
begin with the Electoral 
Services Manager, prior to 
commencing maternity 
leave, who will cascade 
down to the Electoral 
Services Officers.  
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5

Assigned To Chief Finance Officer

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

29-Oct-2018 Provisional 
outturn completed, 
reporting to Exec late 
November. Draft 
statements to be sent to 
the auditors by end of 
November.

15-Oct-2018 Financial 
statements are overdue for 
17/18. Following 
completion of the 17/18 
accounts work will focus 
on the 18/19 accounts to 
meet the deadlines

AR-AC_082 Ensure the 
timeliness of the financial 
statements is improved with 
the aim of producing accounts 
with high quality supporting 
working papers within 
statutory deadlines.

1 Chief Finance 
Officer 31-Jul-2018

Grant Thornton 
Audit Findings 
2016/17 – March 
2018  

12-Jul-2018 AR reassigned 
to Chief Finance Officer

26-Oct-2018 AR reassigned 
to Chief Finance Officer at 
request of Executive 
Director as 'Securitas' 
contract is held by Finance.

AR-C&CR_018 Management 
should ensure that: a) A copy 
of the contract for the secure 
cash collection service 
provider is obtained; b) 
Adequate contract monitoring 
is put in place.

2 Chief Finance 
Officer 31-Aug-2017 Cash Receipting 

2016/17 
17-Jul-2018 Contract not 
current - to be tendered 
during 2018/19
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6

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

04-Jul-2017 Copy of the 
original signed contract 
with "Securitas UK Ltd" 
Commencing November 
2003 has been obtained 
direct from Loomis.

Assigned To Chief Finance Officer; Human Resources Team Leader

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

12-Jul-2018 AR reassigned 
to include Chief Finance 
Officer

AR-C&CR_059 a) Management 
should ensure that adequate 
arrangements are in place for 
the accurate and complete 
payment of liabilities to third 
parties within agreed 
deadlines;  (see notes for 
recommendations b) and c).

1

Chief Finance 
Officer; Human 
Resources Team 
Leader

31-Aug-2018 Payroll Audit 
2017/18

20-Jun-2018 
Recommendation detail 
continued....

b) Requests for payment 
of liabilities should be 
investigated prior to 
payments being 
authorised to ensure that 
the liability is accurate and 
valid, reducing the 
possibility of incorrect 
payments being made;
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7

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

c) Investigations should be 
made between the payroll 
records, the Elections and 
the main payroll HMRC 
tax account and the 
Council's FMS to establish 
the current position and 
determine whether any 
further payments are 
owing, or the possibility of 
overpayments having 
been made.

Agreed Management 
Action:

Finance to investigate the 
status of the credit amount 
in the HMRC account, 
resolve all queries and 
ensure all accounts are up 
to date.

Checklist of actions to 
Third Party Vendors to be 
produced and utilised each 
month.
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8

Assigned To Communications and Engagement Manager; Borough Solicitor

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

26-Oct-2018 This action 
should be transferred to 
the Democratic Services 
Manager. Having discussed 
this matter with her she 
advises that documents on 
the website relating to the 
constitution are now being 
updated with recent 
amendments approved by 
the Personnel Panel having 
been put on the web site. 
This process will continue 
as documents are 
approved by members.  

AR-F&MIS_349 Management 
should put in place 
arrangements to ensure that 
key documents (such as the 
Contract Procedure Rules) 
published on the Council's 
website are current.

2

Communications 
and Engagement 
Manager; Borough 
Solicitor

31-Dec-2016
Procurement 
Framework Audit 
2015/16 

10-Oct-2018 Following an 
audit review (Contracts 
Management) which 
looked at the Contract 
Procedures rules, it was 
confirmed these are still 
out of date and under 
review. Consequently AR-
F&MIS_348 was moved 
from 100% to 40% which 
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9

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

impacts this.  

10-Apr-2018 At request of 
Director of Commercial 
and Corporate resources - 
reassigned to 
Communications and 
Engagement Manager and 
Borough Solicitor

Assigned To Environmental Health Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

AR-LES_084 Management 
should ensure the correct fees 
and charges are 
communicated to staff to 
enable these to be 
implemented effectively

2 Environmental 
Health Manager 30-Jun-2018 Land Charges 

Audit 2017/18

13-Jun-2018 The current 
Fees and Charges will be 
formally communicated 
and will be incorporated 
into the revised 
procedures.  The 
procedure will be reviewed 
as a minimum annually at 
the start of the financial 
year to ensure that fees 
and charges and 
procedures are current.
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Assigned To Executive Director

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

19-Jul-2018 We now have 
a Property and Estates 
Manager who took up post 
in July 2018.  This follows a 
period of 11 months 
without a Property 
Manager in post, due to 
difficulties to recruit a 
suitably qualified 
candidate.

The Executive Director and 
Property and Estates 
Manager are now working 
together to review and 
agree priorities and action 
plans.  Executive Director 
to request that the 
deadline date for this audit 
recommendation is 
extended to 30th 
September 2018.

AR-C&CS_030 The key risks to 
achieving the objectives of the 
Community Asset Transfer 
Policy are identified and 
controls and staff 
responsibilities are allocated.

2 Executive Director 30-Apr-2017 Community Asset 
Transfer 2016/17 

11-Apr-2018 A community 
asset working group has 
been set up which will 
review the policy and all 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

the activities around the 
councils roles and 
responsibilities with regard 
to community asset 
transfer

AR-C&CS_033 The list of 
available assets for 
community transfer should be 
reviewed periodically by 
Property Services in 
conjunction with the Legal 
Services Manager and the 
Director of Customer and 
Community Services to ensure 
that the assets are still 
appropriate.

2 Executive Director 30-Apr-2017 Community Asset 
Transfer 2016/17 

19-Jul-2018 The review of 
assets is an ongoing 
process which now needs 
to be finally assessed in 
line with classifications by 
the new team to ensure 
that classifications of 
council assets for CAT are 
up to date and in line with 
corporate objectives.

We now have a Property 
and Estates Manager who 
took up post in July 2018.  
This follows a period of 11 
months without a Property 
Manager in post, due to 
difficulties to recruit a 
suitably qualified 
candidate.

The Executive Director and 
Property and Estates 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

Manager are now working 
together to review and 
agree priorities and action 
plans.  Executive Director 
to request that the 
deadline date for this audit 
recommendation is 
extended to 30th 
September 2018.

11-Apr-2018 Assets are 
being reviewed 
continuously linked to new 
projects in the community 
and with partners that are 
interested in our assets 
available for community 
asset transfer.  The new 
project group will continue 
this process by looking at 
all assets as part of the 
review process, this is 
anticipated in Q1 18/19.

AR-C&CS_035 Formal 
agreements are put in place to 
clarify the provision of 
“Systems and Support for 
Localised Revenues and 

2 Executive Director 31-Mar-2017
Revenues and 
Benefits Service 
2016/17 

19-Jul-2018 The quarterly 
joint operation board met 
18/07/18 and final tweaks 
are being made to the 
formal agreements.
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

11-Apr-2018 The formal 
agreements are now being 
checked ready for 
signature in April 2018.

Benefits Services” and the 
“I.T. Shared Service” with 
Carlisle City Council.

05-Mar-2018 The 
Revenues, Benefits and 
Customer Services 
Manager has written a 
report on our IT options for 
the shared service. The 
option to stay with the 
existing shared service 
arrangement with ongoing 
improvements and VFM 
challenges in cost and 
delivery through the Joint 
Operations Board is agreed 
by CLT. The agreed option 
will be reported to 
Executive in March 2018. 
Service Contracts will then 
be formally signed for the 
remainder of the contract 
term.  
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Assigned To Executive Director; Electoral and Democratic Services Manager; Borough Solicitor

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

29-Oct-2018 Action 
assigned to Electoral and 
Democratic Services 
Manager at request of 
Head of Corporate 
Resources 

AR-C&CS_046 Procedures 
should be put in place to 
provide clear instructions for 
the necessary classification of 
Committee papers as 
restricted/Part II.

1

Executive Director; 
Electoral and 
Democratic 
Services Manager; 
Borough Solicitor

30-Jun-2018 Benefits 2017/18  

05-Mar-2018 To draft, 
consult and get agreement 
on a procedure relating to 
exempt committee and 
published reports or 
material publication. The 
procedure in support of 
the existing constitution 
and part 2 committee 
processes will ensure 
consistent marking and 
handling of “Restricted” 
and “confidential” reports 
under part 1 agenda items. 
The procedure will link into 
a review of the existing 
part 2 classification and 
procedures to ensure 
instructions are clear.  
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Assigned To Head of Corporate Resources

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

18-Oct-2018 Discussions 
ongoing within IT Team to 
agree the scope of the test.

AR-AC_072 Develop a disaster 
recovery plan and perform a 
test of this plan at the earliest 
possible convenience.

1 Head of Corporate 
Resources 30-Sep-2018

Grant Thornton 
Audit Findings 
2016/17 – March 
2018  

12-Jul-2018 AR reassigned 
to Head of Corporate 
Resources

18-Oct-2018 AUP revised 
and in use.

12-Jul-2018 New starters 
process documented in 
confluence to IT team to 
use.  Review of the AUP is 
underway. (Interim IT 
Manager) 

AR-AC_073 Put in place a 
formalised process to create 
new user accounts. New 
Active Directory access 
required for new employees 
should be requested through 
a standardised Active 
Directory New User Form and 
tracked using an IT Helpdesk 
ticketing system.

1 Head of Corporate 
Resources 30-Sep-2018

Grant Thornton 
Audit Findings 
2016/17 – March 
2018 

12-Jul-2018 AR reassigned 
to Head of Corporate 
Resources

12-Jul-2018 AR reassigned 
to Head of Corporate 
Resources

AR-AC_074 Revoke all logical 
access within Active Directory 
belonging to terminated 
personnel (i.e. "leavers") in a 
timely manner - see Notes for 
further details.

1 Head of Corporate 
Resources 30-Sep-2018

Grant Thornton 
Audit Findings 
2016/17 – March 
2018  19-Mar-2018 Requires (a) 

timely, proactive 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

notifications from HR of 
leaver activity for 
anticipated terminations 
and (b) timely, per 
occurrence notifications 
for unanticipated 
terminations. Security 
administrators of 
financially critical 
applications should then 
use these notifications to 
either end-date user 
accounts associated with 
anticipated leavers, or 
immediately disable user 
accounts associated with 
unanticipated leavers.  

18-Oct-2018 AUP 
reviewed.  Process for 
signing of policy delegated 
to HR to co-ordinate.

AR-AC_083 Introduce a 
process whereby employees 
are required to periodically (at 
least annually) formally 
acknowledge that they have 
read, understand, and will 
abide by requirements 
outlined in the organisation's 
IT Acceptable Use Policy.

2 Head of Corporate 
Resources 30-Sep-2018

Grant Thornton 
Information 
Technology 
Control 
Environment 
Review – April 
2018  

12-Jul-2018 AR reassigned 
to Head of Corporate 
Resources 

AR-AC_087 Proactively review 
Finance, Sage Payroll and 2 Head of Corporate 

Resources 30-Sep-2018 Grant Thornton 
Information 

12-Jul-2018 AR reassigned 
to Head of Corporate 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

Active Directory logs of 
information security events 
for the purpose of detecting 
inappropriate or anomalous 
activity.

Technology 
Control 
Environment 
Review – April 
2018  

Resources

12-Jul-2018 Draft change 
control process had been 
written.  Review process 
now needs to commence 
(Interim IT Manager.

AR-AC_089 Establish 
documented policies and 
procedures addressing change 
management processes and 
related control requirements. 
These should be formally 
approved and communicated 
to all relevant personnel.

2 Head of Corporate 
Resources 30-Sep-2018

Grant Thornton 
Information 
Technology 
Control 
Environment 
Review – April 
2018 

12-Jul-2018 AR reassigned 
to Head of Corporate 
Resources

10-Apr-2018 Following 
Cyber Attack this policy is 
being reviewed in line with 
new IT systems and 
requirements.  Policy is 
expected to be updated by 
end of June 2018.

AR-C_113 The Remote 
Working Policy should be 
reviewed in light of the 
introduction of agile working.

2 Head of Corporate 
Resources 31-Dec-2016

Working 
Differently - Agile 
Working 2015/16 17-Oct-2017 Remote 

Working policy being 
reviewed by the 'Terms 
and Conditions' group - 
Updated policy expected 
by end of March 18.
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

18-Jul-2018 Principles of 
ICT Strategy agreed by CLT 
June 2018. Further 
development of strategy to 
be continued.

AR-C_122 Ensure the timely 
implementation of the ICT 
Strategy work programme.

1 Head of Corporate 
Resources 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  12-Jul-2018 AR reassigned 

to Head of Corporate 
Resources

18-Oct-2018 Draft 1 of the 
proposals submitted to CLT 
for feedback.  STTUG 
informed that the 
proposals are forthcoming.  
IT Team asked to provide 
input into new structure.

AR-C_123 Devise a new ICT 
team structure and a training 
and development programme.

1 Head of Corporate 
Resources 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  

12-Jul-2018 AR reassigned 
to Head of Corporate 
Resources 
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Assigned To Human Resources Team Leader

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

18-Oct-2018 Phase 1 of the 
policies for review have 
been identified.  Meeting 
with LMG and other 
relevant stakeholders to be 
held before the end of 
October.  Revisions, 
recommendations and 
consultation to be 
concluded by the end of 
the calendar year.

AR-C_119 Review all Human 
Resources Policies to ensure 
they are all up to date and 
reflect current practice.

1 Human Resources 
Team Leader 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  

18-Jul-2018 The register of 
HR policies has been 
completed. 

Work has been paused 
until new HR Team Leader 
is in role (20th August 2018 
start date).

AR-C&CR_057 a) Procedures 
should be regularly reviewed 
and updated to ensure that 
they are up to date, complete, 
enhance resilience and 
business continuity; b) 

1 Human Resources 
Team Leader 31-Jul-2018 Payroll Audit 

2017/18

26-Oct-2018 2 procedures 
have been completed 
within the suite of 
approximately 20 payroll 
procedures.  The other 18 
procedures aim to be 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

completed by 31/12/2018. Deadlines of each process 
should be adequately 
documented.

14-Jun-2018 Current 
process documents to be 
reviewed and updated.  
Copies of procedure 
documents to be held on 
O: drive for access by all 
HR staff.

Checklist to be reviewed 
and amended to include 
recording of completion 
date, actual and target.
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Assigned To Internal Audit Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

02-Oct-2018 Permanent 
Audit Manager in post as 
from 1st October 2018.  
Training scripts and 
delivery to be reviewed by 
the end of November 
2018.

AR-C_128 Counter Fraud and 
Corruption Awareness 
refresher training to be 
delivered to all officers and 
members within the Council.

1 Internal Audit 
Manager 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  

10-Jul-2018 Refresher 
training is currently being 
designed.  Current position 
is that Copeland is 
advertising for a 
permanent Internal Audit 
Manager.  Following 
appointment, the training 
plan will be reviewed and 
offered to both Members 
and staff.
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Assigned To Procurement and Contracts Management Officer

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

10-Apr-2018 at request of 
Director of Commercial 
and Corporate Resources - 
Assigned to : Contracts and 
Procurement Officer

AR-F&MIS_350 The details of 
contracts should be centrally 
maintained within a shared 
register to ensure contracts 
due for renewal/review are 
actioned appropriately, and 
that staff making purchasing 
decisions are aware of what 
corporate contracts are in 
place.

2

Procurement and 
Contracts 
Management 
Officer

31-Oct-2016
Procurement 
Framework Audit 
2015/16 

10-Apr-2018 post cyber-
attack and work has been 
ongoing to re-establish the 
Contracts Register. A lot of 
work has been undertaken 
and, whilst not fully 
documented, there is a 
process and spreadsheet 
available to help inform 
decision making and 
service planning.
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Assigned To Procurement and Contracts Management Officer; Borough Solicitor

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

26-Oct-2018 Progress is 
being made on revisions to 
contract procedure rules 
with two meetings having 
been held over the last 2 
weeks with the solicitor, 
procurement officer and 
commercialisation officer. 
A number of revisions are 
being made both in respect 
of procuring a contractor 
and managing a 
contractor. The review is 
taking longer than 
expected due to the 
number of issues which 
need to be considered. It is 
expected that the new 
rules will enter member 
consideration over the 
next 3 weeks with the final 
version being presented to 
Council on the 4th 
December 2018.  

AR-F&MIS_348 Management 
should put in place 
arrangements to ensure that 
the Contract Procedure Rules 
are regularly reviewed and 
updated to accurately reflect 
current legislation/regulations

2

Procurement and 
Contracts 
Management  
Officer; Borough 
Solicitor

31-Dec-2016
Procurement 
Framework Audit 
2015/16 

09-Oct-2018 An audit 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

review has highlighted that 
the Contract Procedure 
Rules and Procurement 
Strategy are still under 
review, therefore, this 
recommendation is not 
complete and progress 
moved back to 40% with 
agreement from 
Procurement and 
Contracts Management 
Officer. Procurement 
Strategy expected 
December 2018.  
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Assigned To Property and Estates Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

23-Oct-2018 still  under 
review

21-Sep-2018 Draft 
currently being reviewed

24-Aug-2018 Initial review 
undertaken - rewrite in 
light of review

24-Aug-2018 AMP drafted 
by AMCAT - Property and 
Estates Manager to review

AR-C&CR_005 The Strategic 
Asset Management Strategy 
needs review to ensure it 
supports the Corporate 
Strategy and Medium Term 
Financial Strategy.

2 Property and 
Estates Manager 30-Sep-2017

Land and 
Property 
Disposals 2016/17 

12-Jul-2018 AR reassigned 
to Property and Assets 
Manager 

24-Aug-2018 Disposals 
monitoring spreadsheet 
drafted by AMCAT - 
Property and Estates 
Manager to review

AR-C&CR_008 A monitoring 
process should be put in place 
to allow the effective 
recording and monitoring of 
the status of those assets 
proposed for sale.

2 Property and 
Estates Manager 30-Apr-2017

Land and 
Property 
Disposals 2016/17 

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager 

AR-C&CR_026 Management 
should clarify and review the 
current building maintenance 
contract arrangements. 
Specific queries have been 
raised as Milestones for 
action.

2 Property and 
Estates Manager 30-Jun-2017

Contract 
Management of 
Building 
Maintenance 
2016/17  

11-Apr-2018 The current 
team are working within 
the existing contracts to 
ensure value for money is 
achieved. This means that, 
where the current term 
contractors cannot 
demonstrate value for 
money, the Council can, 
and has, sought further 
quotes from other 
contractors. A review of 
this was undertaken by the 
Managing Director and 
Director of Commercial & 
Corporate Resources as 
part of the planned 
maintenance programme 
for 2017/18 with the team.  

AR-C&CR_027 Property 
Services should formally set 
out the full scope of statutory, 
regulatory and best practice 
testing and maintenance, and 
may wish to include this as 

2 Property and 
Estates Manager 31-Jul-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

24-Aug-2018 Asbestos 
Policy reviewed and 
confirmed as adopted by 
CLT.  Legionella Policy 
drafted and out to 
consultation.  Premises 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

handbooks confirming 
occupier liability drafted 
and due to be issued to be 
tailored to individual 
properties.  Statutory 
maintenance control sheet 
and procedure completed.

part of the asset management 
strategy.

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager 

29-Oct-2018 Staff 
appraisals completed and 
job descriptions updated 
and adopted - staff 
understand their 
responsibilities.  Procedure 
documents still to be 
written and agreed.

24-Aug-2018 Statutory test 
procedure documented, 
building handbooks 
drafted, property risk 
assessment docs 
completed

AR-C&CR_029 Departmental 
procedures should be formally 
documented so there is a 
clear record of assigned 
responsibilities along with 
methodologies for carrying 
out those responsibilities. The 
documented procedures 
should be subject to regular 
management review.

1 Property and 
Estates Manager 31-Jul-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

21-Sep-2018 Asbestos 
policy now agreed by CLT 
and sent for publication to 
H&S for intranet page.  
Legionella draft currently 
being reviewed for reissue

24-Aug-2018 Asbestos 
policy updated and 
adopted by CLT 22/8/18.  
Legionella policy drafted 
and out to consultation.

AR-C&CR_030 The policies for 
legionella and asbestos 
management should be 
subject to periodic review and 
are circulated to relevant 
staff. For the Legionella policy, 
the record of nominated 
responsible and authorised 
persons should be completed.

2 Property and 
Estates Manager 31-Aug-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager 

24-Aug-2018 quality 
control arrangements in 
place for 10% of general 
work.  Process yet to be 
documented confirming 
how checks are selected 
and prioritised.

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager 

AR-C&CR_036 Management 
should document quality 
control arrangements for 
inspection of maintenance 
work and maintain a record of 
these.

2 Property and 
Estates Manager 30-Sep-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

21-Jun-2018 10% of 
maintenance work that is 
carried out, is inspected for 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

quality and completion. A 
document to show this will 
be produced. 

29-Oct-2018 Two working 
group meetings held and 
frequency of meetings 
changed to weekly.  
Intention to get CAT policy 
updated and agreed at 
January Executive meeting.

24-Aug-2018 Executive 
Director to set up working 
group to update CAT policyAR-C&CS_027 Management 

should establish a written 
operational procedure to 
translate the Community 
Asset Transfer Policy into 
working procedures which 
provide guidance to Officers.

1 Property and 
Estates Manager 30-Apr-2017 Community Asset 

Transfer 2016/17 

19-Jul-2018 We now have 
a Property and Estates 
Manager who took up post 
in July 2018.  This follows a 
period of 11 months 
without a Property 
Manager in post, due to 
difficulties to recruit a 
suitably qualified 
candidate.

The Executive Director and 
Property and Estates 
Manager are now working 
together to review and 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

agree priorities and action 
plans.  Executive Director 
to request that the 
deadline date for this audit 
recommendation is 
extended to 30th 
September 2018.

29-Oct-2018 CAT register 
in draft format - to be 
agreed with updated CAT 
policy, see previous note.

23-Oct-2018 Weekly 
working group meetings 
arranged.

24-Aug-2018 Executive 
Director to set up CAT 
working party 

AR-C&CS_031 A process 
should be established to allow 
for the recording of 
applications received, the 
retention of documentation 
and the monitoring of the 
application status.

2 Property and 
Estates Manager 30-Apr-2017 Community Asset 

Transfer 2016/17  

12-Jul-2018 AR reassigned 
to Property and Estates 
Manager 
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QUARTERLY RISK MONITORING REPORT - for Quarter Two of 2018/19

EXECUTIVE MEMBER
LEAD OFFICER: 

Councillor David Moore
Jo McLeod, Head of Corporate Resource.

REPORT AUTHOR:                     Gillian Butterworth, Performance and Risk Management Officer.

WHY HAS THIS REPORT COME TO THE AUDIT & GOVERNANCE COMMITTEE?
Copeland Borough Council has a statutory responsibility to have arrangements in place for managing 
risks, as stated in the Accounts & Audit Regulations 2015.

The Audit and Governance Committee is responsible for monitoring the adequacy of the Council’s 
risk management arrangements.

RECOMMENDATIONS: 

Audit & Governance Committee is recommended to:

a) Note the updated Strategic Risk Register attached at Appendix A. 

b) Note changes the made to the Strategic Risk Register during Quarter two attached at Appendix B

c) Note the ‘Red’ Operational Risks Report for Quarter two attached at Appendix C

d) Make any recommendations for consideration by the Executive.

1. INTRODUCTION
Copeland Borough Council is required to have in place, ‘effective arrangements for the 
management of risk’ (The Audit and Accounts Regulations 2015)

1.1. At Copeland we use the Performance Management Framework and the Risk Management 
Framework to identify, manage and monitor all risks that may have an impact on the 
achievement of our strategic and operational objectives and the delivery and quality of our 
core services. 

1.2. The Council maintains two primary risk registers, these are the Strategic and Operational Risk 
Registers.  The registers include a description of the identified risk, an assessment of the 
likelihood and impact on of the risk on the delivery of strategic and operational goals and 
controls being used to manage these risk. 

1.3. The Strategic and Operational Risk Registers are an essential part of the Performance and Risk 
Management Frameworks and are key to ensuring that the Council is taking the appropriate 
steps to minimise the impact of risks on key strategic goals and services.

1.4. Strategic and Operational Risks are reviewed by the Corporate Leadership Team on a monthly 
basis to ensure that the risk assessments still accurately reflect the scale of the risk and to 
review the effectiveness of the controls being used to manage the risks.  

1.5. The Strategic Risk Register and any red operational risks are reported to the Audit and 
Governance Committee on a quarterly basis, to provide assurance around corporate Risk 
Management.
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2.0 HORIZON SCANNING

2.1 In addition to monitoring known risks, the Corporate Leadership Team use horizon scanning 
to identify external regional, national or global issues that may have the potential to impact 
upon the achievement of our ambition and objectives.

There are currently two issues that CLT are monitoring, these are:

1. Uncertainty around government strategy and policy for ‘Brexit’. 
Including the impact on funding to rural communities.

2. Uncertainty around the local impact of Welfare reform, including the roll out of 
Universal Credit in Copeland.

2.2 Until further information is known, it is difficult to formulate the exact impact and risks to 
the Council. Each of these areas will be monitored closely and as soon as potential risks are 
identified, steps will be taken to mitigate any risks that lie outside of the Council’s risk 
appetite.

3.0 CONCLUSION
The Council’s Risk Registers have been reviewed and updated to reflect the current 
risks to the Council.  

4 STATUTORY OFFICER COMMENTS 

4.1 The Monitoring Officer’s comments are:  All governance concerns have been addressed and 
there are no issues to report. 

4.2 The Section 151 Officer’s comments are:  Any financial considerations are included in the 
body of the report. 

5.0 LIST OF APPENDICES 

Appendix A – The Strategic Risk Register for Q2 of 2018/19
Appendix B – List of changes made to the Strategic Risks Register during Q3 of 2018/19
Appendix C – Red Operational Risks Report for Q2 of 2018/19
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Copeland Borough Council
Strategic Risk Register

For Quarter Two of 2018/19
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2

Risk Assessment Methods 
The Council uses the Zurich Risk Assessment Matrix to assess risks. 
The risk score is calculated from the likelihood of the risk occurring and the severity of 
the impact on objectives, should the risk occur  
Once the risk score has been calculated, each risk is assigned a rating based on a traffic 
light system where: 

 RED (12 to 24) – Risk Score is Very High - Take Immediate Action to Mitigate Risk 
and monitor/review monthly.

 AMBER (5 to 12) – Risk Score is Significant – Act to mitigate risk and 
monitor/review quarterly.

 GREEN (1 to 6) – Risk Score is Low – No Action Necessary but continue to monitor risk quarterly. 

Strategic Risk Register – Quarterly Summary (Q2_2018/19)

18/19.SRR Strategic Risk Register

Status Risk Code & Title Impact Likelihood Score Trend last reviewed SRO

SR001 Failure to Maintain Focus on the Councils Core Business 4 4 16 01-Oct-2018 PG

SR002 Lack of Capacity, Resources and Capability to Deliver the Corporate Strategy and Core Services 4 4 16 01-Oct-2018 PG

SR008 Council ICT systems do not demonstrate resilience, redundancy and or high availability 4 4 16 01-Oct-2018 JMcL

SR010 Failure to Realise Income from Commercial and Trading Activity 4 4 16 01-Oct-2018 SP

SR003 Failure to Ensure Partnership Working to Deliver Corporate Priorities both within and outside the Council 3 3 9 01-Oct-2018 JB

SR005 Failure by the Council to Maintain an Effective Role within the Nuclear and Energy Sectors 3 3 9 01-Oct-2018 PG

SR007 Uncertainty Around Non-Domestic Rates, Appeals and Business Growth 3 4 12 01-Oct-2018 SB

SR009 Failure to Ensure Effective and Statutory Information Governance 4 3 12 01-Oct-2018 SP

RISK IS PAUSED  - SR011 Failure for Councils within the County to Prepare for the Impact on Copeland of 
Devolution and a Combined Authority 

3 4 12 01-Jul-2018 PG

SR004 Failure to Prioritise and put attention on Vulnerability and Social Inclusion 3 2 6 01-Oct-2018 JB

RISK IS PAUSED - SR006 Failure to Maintain and Effective and Statutory Role in Nationally Significant 
Infrastructure Projects

3 2 6 01-Jul-2018 PG

6 Very High 6 12 18 24
5 High 5 10 15 20
4 Significant 4 8 12 16
3 Low 3 6 9 12
2 Very Low 2 4 6 8Li

ke
lih

oo
d

1 Almost Impossible 1 2 3 4

Negligible Marginal Critical Catastrophic

1 2 3 4
Impact
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Risk 1 Failure to Maintain Focus on the Council’s Core Business

 Risk Scope  Failure to focus on the Council’s core business leads to not fulfilling Statutory and Regulatory duties nor meeting the needs of the people of 
Copeland.

 Risk Score 16 LIKELIHOOD: Significant  (4) 
IMPACT: Catastrophic (4) Target Risk Score 12     LIKELIHOOD Low (3)       

    IMPACT Catastrophic (4)
Vulnerability / 

Contributing factors
Trigger events Potential 

Impact/Consequences
Risk 

owner
Date Last 
Reviewed

Action/ Controls already in place Required management 
action/control

Critical Success 
Factors & KPIs

In run up to 2019 Election with 
rolled out Boundary Review 
resulting in potential additional 
challenge to achieve consensus.

Maintain a balance between new 
discretionary priorities and 
existing and new statutory 
requirements.

Gaining Member consensus over 
what constitutes core business

Not giving core business priority 

Ineffective employment of 
resources

Continuous Service Improvement

Volume of work and 
lack of strategic capacity

Government Strategy/ austerity 
resulting in uncertainty about 

Redirecting 
resources away 
from core 
business

Not acting on 
decisions made

Unavoidable 
delays due to 
external factors

Cyber Attack

Increased focus 
on Scrutiny

Business Continuity 
Impact

Organisational resilience
Performance falls

Affect the most 
vulnerable in society

Inability to achieve 
investment in priority 
areas based on 
evidence/need

Reputational Damage

Loss of systems resulting 
in inability to deliver 
statutory requirements.

Decision making in a 
timely way

Pressure on officer time 
due to increased use of 
scrutiny

Executive
Mike 

Starkie

CLT
Pat 

Graham

All LMG

26/10/16
Score 20

21.06.17
Score 16

01.10.17
Score 20

01.01.18 
Score 20

01.04.18
Score 20

Q1 18/19
Score 16

Q2 18/19
Score 16

Review business continuity and 
disaster recovery plans after 
cyber-attack and as part on annual 
service planning process.

Ongoing implementation of 
Medium Term Financial Strategy

Ongoing 
communication with stakeholders, 
partners and staff

2016-2020 Corporate Strategy 

Ongoing quarterly and annual 
Review of and Delivery Plan, KPIs 
and service PIs

Managing Director to meet 
regularly with Labour Leader.

CLT Decision making process

OSC challenge and monitoring

Recovery activity and 
implementation of ICT 
strategy, was added to 
required controls.

 ICT infrastructure 
investment plan agreed 
(2018-20), was added to 
required controls 

Sign off of ICT Strategy

Sign off of 2018/19 Service 
Plans Including 17/18 
accounts signed off and 
18/19 budget adjustments

Implementation of lessons 
learned from cyber-attack 
and deliver resulting action 
plan in process.

Medium Term 
Financial Strategy 
implemented

Corporate Strategy 
Key Milestones 
Delivered

Customer Satisfaction 
Survey

Budget delivered 

Service Plans 
Delivered

Key Performance 
Indicators and Service 
Performance 
Indicators met.

Council data systems 
are protected

Partnership delivery 
and performance
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Strategic Risk Register – Quarter 2 2018/19

4

funding and policy may influence 
decision making

Possibility of further elections 
may impact on likelihood to 
make difficult decisions.

National political changes could 
influence joint working at local 
levels.

Political changes, Breakdown of 
coalition

Service Plans Performance 
Management Framework 
Risk Management Framework
Partnership Deliver

Active recruitment to key roles 
following review of services 
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Strategic Risk Register – Quarter 2 2018/19

5

Risk 2 Lack of Capacity, Resources and Capability to Deliver the Corporate Strategy and Core Services

Risk Scope Constraints lead to a failure to resource critical functions

Risk Score 16 LIKELIHOOD: Significant (4) 
IMPACT: Catastrophic (4) Target Risk Score 16 LIKELIHOOD Significant (4)       

IMPACT Catastrophic (4)
Vulnerability / 

Contributing factors
Trigger(s)/Event(s) Potential 

Impact/Consequences
Risk owner Date Last 

Reviewed
Action/ Controls already in place Required management 

action/control
Critical Success 
Factors & KPIs

Inconsistent contract 
management leading to 
poor performance and 
lack of service capacity
 
Uncertainty of 
operational budgets.

Risk of losing interim 
staff at short notice 

Insufficient staff with the 
required skills to deliver 
core services and/or 
changes.

Staff have no addition 
capacity to take on 
additional change 
projects. 

Risk of losing key staff

Rate of change is rapid 
and Change fatigue and 
failure to recruit.

Loss of key staff and single 
point of failure 

Service reviews and 
Reorganisation 

Increased demand on 
expanded statutory 
services

External pressures and 
reliance on good will and 
flexibility of staff and 
members

Failure to define core 
business

Partnership breakdown 
(over reliance on 
partnerships)

Prioritisation – failure to 
prioritise Leadership and 
management of the change 
programme and 
commercial agenda

Pace of delivery slows as 
key staff carry too great 
a workload

Business Continuity
And organisational 
resilience impacting on 
corporate delivery plan.

Key Services not 
delivered

Performance declines

Core services don’t get 
delivered to those who 
most need them

Reputational Damage

Increase in Staff 
Turnover

Increase in Staff 
absenteeism due to 
sickness

Executive
Mike 

Starkie

CLT
Pat Graham

LMG
ALL

26/10/16
Score 20

21.06.17
Score 16

01.10.17
Score 20

01.01.18 
Score 20

01.04.18
Score 16

01.07.18
Score 16

01.10.18
Score 16

2 Heads of Service have been 
recruited

Apprentice programme and 
training for 2018/19

Monitoring and review of the new 
Recycling Service 

Contract Management in Place

CLT/LMG monitoring

Exec/OSC challenge and 
monitoring

Competency Framework and 
Performance Appraisal System in 
place and HR Policies

Change Management Policy

Strategy led budget process

Member Development

Staff Training Programme
 IT/Operational Systems

9 month review of the 
Recycling Service 
implementation by OSC

Head of Development post is 
currently on hold.

 Timely review of contract 
performance and contract 
register managements

performance and  2018/19 
Budget adjustments agreed

Budget Strategy 2019/20

Agreeing and implementing 
lessons learnt from cyber-
attack.

Embed organisational 
Development

Core curriculum needs to be 
reviewed and implemented

Employee & 
Resident 
satisfaction

Change 
Programme to 
deliver change 
programme on 
time & to standard

Performance 
Management 
Reporting

Reduced Staff 
turnover
And absenteeism

Improved Staff 
retention
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Strategic Risk Register – Quarter 2 2018/19
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Recommendations for 
change not always 
implemented due to lack 
of resources/capability

Transformation change 
‘v’ normal service 
delivery

Recruit and retain 
elected members
Ineffective Training 
programme

Risk to Capital 
Programme budgets if 
required level of receipts 
are not achieved

Insufficient capacity to deal 
with the scale and pace of 
change required

Loss of existing elected 
members

Increased sickness absence
Poor training offer or take 
up resulting in staff not 
having tools to do the job.

Non achievement of 
receipts set against the 
capital programme

Cyber-attack

Budget Process nor 
finalised on Q1

Reduction in staff 
morale
and increased 
borrowing due to non-
achievement of receipts 
set against the capital 
projects

Limited or loss of access 
to IT systems
 
Large scale IT recovery 
action plan has resource 
and capacity 
requirements

Project management and 
recovery approach

Ability to mobilise staff resources 
as required for business need

Continue with change support for 
staff

Change Programme Budget to 
support organisational change

Review and develop staff 
corporate training 
programme

Faster recruitment to key 
posts

Reinvigorate Appraisal 
Process
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Risk 3 Failure to Ensure Partnership Working to Deliver Corporate Priorities both within and outside the Council

Risk Description
The Council continues to be involved in partnerships which are essential to Strategic Objectives and/or Service Delivery or involved in funding arrangements. If 
these partnerships are not developed, fail to operate effectively or fail entirely, then there are financial risks, service delivery risks and strategic objectives may not 
be achieved.

Risk Score 9 LIKELIHOOD: Low (3) IMPACT: Critical (3) Target Risk Score 9 LIKELIHOOD: Low (3) IMPACT: Critical (3)

Vulnerability / 
Contributing factors

Trigger(s)/Event(s) Potential 
Consequences

Risk owner Date Last 
Reviewed

Action/ Controls already in place Required management 
action/control

Critical Success Factors 
& KPIs

Some partners are in 
the same position 
(public sector partners 
e.g. austerity measures)

Capacity is therefore 
reduced

Strategic alignment of 
key partnerships as 
priorities, resource and 
work shift or evolve 
over time.

Sellafield activity post 
transition.

The impact of 
Government policy on 
district responsibilities.

Continued reduction in 
partner’s delivery resources 
due to austerity measures.

Each agency having to make its 
own savings

Lack of joined approach to 
savings programme and impact 
analysis

Retrenchment of partners

Lack of capacity to work 
together on known issues

Taking resources out of 
partnership arrangements 
(cash and people)

The need to re-prioritise 
partnership arrangements 
around agreed priorities.

The need for new partners to 
deliver our Corporate Strategy

Less partnership 
activity due to 
partnership 
resources

Ability to work 
differently in the 
future to maintain 
service provision

Reputational 
impact

Ability to maintain 
key relationships 
and the benefits 
associated with 
them

Limited resources 
of joint working
Lack of clarity 
regarding 
vision/purpose of 
partnership 
working

Executive
Mike 

Starkie

CLT
Julie 

Betteridge

LMG
All

26/10/16
Score 9

21.06.17
Score 9

01.10.17
Score 9

01.01.18 
Score 9

01.04.18
Score 9

01.07.18
Score 9

01.10.18
Score 9

Regular monitoring and update of 
partnership risk registers.

Ongoing review of stakeholder/ 
partnership priorities and terms of 
Reference.

Outside bodies annual reporting 
process.

Copeland Partnership Annual 
Assessment & Priority Process.

Cumbria Chief Executive Officers 
group. 

Corporate Strategy and annual 
Corporate Delivery Plan.

Strong partnership protocols and 
information sharing e.g. Whitehaven 
Hub, DWP and Cumbria Resilience 
Forum. 

Partner’s assistance and support post 
cyber-attack.

Match and ensure skills 
to deliver for the future 
through joint working 
and partnerships.

Identify any additional 
opportunities for 
partnership working and 
delivery to assist with 
treatment and transfer of 
strategy and operational 
risks  

Number of ‘fit for 
purpose’, relevant, 
sustainable 
partnerships. 

Partnership 
Performance Indicators 
and risk mitigation.

Emerging strengthened 
relationship with key 
partnerships.EG BEC

Delivery of the 
Corporate 
Strategy.

Common mission and 
focus on vulnerable 
residents
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Risk 4 Failure to Prioritise and put attention on Vulnerability and Social Inclusion

Risk Scope The Council has a moral, as well as a legal obligation, to protect the most vulnerable in society. Failure to do so would mean not fulfilling our legal obligations or our 
Social Inclusion Policy commitments, and not meeting the needs of residents. 

Risk Score 6 LIKELIHOOD: Very low (2) 
IMPACT: Critical (3)   Target Risk Score 6 LIKELIHOOD Very Low (2)      

 IMPACT Critical (3)
Vulnerability / 

Contributing factors
Trigger(s)/Event(s) Potential 

Impact/Consequences
Risk owner Date Last 

Reviewed
Action/ Controls already in place Required 

management 
action/control

Critical Success Factors & 
KPIs

Residents who are most 
vulnerable will be most 
affected by any 
reduction in service 
delivery

Need to invest in 
service areas which 
support the most 
vulnerable in the 
community

Most vulnerable in 
society experience 
multiple impacts

Most likely to be 
struggling at household 
level

Least likely to have a 
voice in the decision-
making process

Lack of evidence of need 
or impact

Taking decisions that 
have multiple impacts on 
the same communities

Not identifying 
opportunities to work 
differently to help 
maintain services for 
those most in need

Not engaging the hard to 
reach in the decision-
making process

Welfare 
Reform/Universal Credit

Reduced capability to 
deliver services due 
Limited or loss of access 
to IT systems 

Communities and 
residents suffer

Health-related impacts 
worsen

Community cohesion 
challenged

Demand for public 
services increase

Reputational issues for 
the Council

Staff morale as unable 
to help those most in 
need or sustain these 
services most needed.

Not getting access to 
Statutory Services when 
needed.

Executive
Mark 

Holliday

CLT
Julie 

Betteridge

LMG
All

26/10/16
Score 9

21.06.17
Score 9

01.10.17
Score 9

 01.01.18 
Score 9

01.04.18
Score 9

01.07.18
Score 6

01.10.18
Score 6

Bespoke consultation Plan devised and 
agreed for each project.

Senior Management restructure ensures 
increased resources to Social Inclusion and 
integration was added to existing controls.

Key services being delivered for those in 
need  and alternate ways of working 
analysis 

Ongoing work with partners around 
delivery and financial inclusion.

Social Inclusion Policy and programme 
monitoring in place and regular review of 
our impact in key partnerships

Projects developed with SLA and grant 
conditions
Access to data sets both internal and 
external through partnerships and Cumbria 
Observatory.

Bi-annual review of 
Social inclusion 
Policy and impact 
review report.

Stakeholder 
Engagement in 
social inclusion.

Review of data sets and 
ensure overall picture is 
not deteriorating e.g.
Ill Health
IMD data
Fuel Poverty
Child Poverty

Resident engagement 
through various media 
platforms

Investment Profile for 
each service

Relevant and sustainable 
partnerships

Social Inclusion Policy 
and projects delivery.

Service EIAs
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Risk 5 Failure by the Council to Maintain an Effective Role within the Nuclear and Energy Sectors

Risk Description  The Council represents Copeland residents and businesses in the nuclear and energy related projects. Failure to do so would result in a failure to secure 
community / business considerations / benefits and a failure to ensure appropriate regeneration of key areas. 

Risk Score 9 LIKELIHOOD: Low (3) 
IMPACT: Critical (3)

Target Risk 
Score 4 LIKELIHOOD Very Low (2)      

 IMPACT Marginal (2)
Vulnerability / 

Contributing factors
Trigger(s)/Event(s) Potential 

Impact/Consequences
Risk owner Date Last 

Reviewed
Action/ Controls already in place Reguired management 

action/control
Critical Success 
Factors & KPIs

Failure to represent the 
community in nuclear and 
energy related projects, 
including issues relating to 
radioactive waste 
management and disposal  

Failure to stay current, 
relevant and informed

Failure to respond to emerging 
GDF process

Relationship with Sellafield 
Limited changing

Sellafield transition and impact 
on the economy

SL transformation and 
risk to economy of 
Copeland /opportunity 
to broaden economic 
base
Failure to retain staff 
and/or skills

Inability to secure 
funding for staff 
resource

NSIP and GDF 
programme slippage

PPA commitments not 
met

Failure to engage in the 
production of key 
external documents, 
e.g. NDA strategies 

Failure to engage in 
OSCAR and other 
exercises
Closure of THORP and 
Magnox

Failure to represent the 
community

Inability to influence industry 
and government agenda to 
ensure recognition of 
Copeland’s unique role in the 
sector

Failure to secure social value

Failure to regeneration and 
economic benefit from new 
development

Strength of partnership 
working

Negative impact on economy 
and development of a new 
relationship with the 
Nuclear industry

Executive
David 

Moore

CLT
Pat Graham

LMG
Steve Smith

26/10/16
Score 9

04/07/17
Score 9

01.10.17
Score 9

01.01.18 
Score 9

01.04.18
Score 9

01.07.18
Score 9

01.10.18
Score 9

Recruitment of both Nuclear 
Development Manager and Nuclear 
Sector Development Officer

Ongoing PPA monitoring, nuclear 
programme updates

Ongoing match of staffing to external 
funding opportunities 

PPA’s in place and reviewed regularly

Engagement with industry and 
government, ensuring representing on 
national bodies and representative 
groups

Centre of Nuclear Excellence established
New Structures endorsed
SPA Working and new SPA under 
discussion

Transformation project established.

Future Opportunities Group

Ongoing SL/NDA/CBC workshops

Review and 
implementation of 
governance structure for 
collaborative / 
partnership working 
within nuclear and 
energy sector

Ability to grow 
team through 
PPA at short 
notice.

Milestones and 
regulatory 
requirements 
met

Appointment 
of staff to new 
posts

Nuclear 
programme 
shared and 
implemented

Economic 
impacts 
mitigated
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Risk 6  PAUSED IN ABEYANCE of NUCLEAR SECTOR
Failure to Maintain and Effective and Statutory Role in Nationally Significant Infrastructure Projects

Risk Description Failure to meet statutory obligations through the Nationally Significant infrastructure Projects (NSIP) process, relating to the Nuclear New Build and North-West 
Coast Connections.

Risk Score 6 LIKELIHOOD: Very Low (2) IMPACT: Critical (3) Target Risk 
Score Tbc LIKELIHOOD tbc (tbc)     IMPACT tbc (tbc)

Vulnerability / 
Contributing factors

Trigger(s)/Event(s) Potential 
Impact/Consequences

Risk owner Date Last 
Reviewed

Action/ 
Controls 

already in 
place

Reguired management 
action/control

Critical Success Factors & KPIs

Ability to recruit/procure 
appropriately skilled 
people 

Pressure on 
accommodation of 
enlarged teams and data 
storage

Impact on statutory 
planning processes

LDF allocations peak 
activity approaching 

Keeping staff and Members 
up to date with progress
Timetable and capacity of 
running two projects in 
tandem
Timely decisions not made

 All large nuclear 
programmes running 
consecutively 

 uncertainty about Korean 
commitment to CBC 
legacy and strategy 
approach

 Project timetables prone 
to slippage – range of 
national and internal 
factors

 Loss of key staff at CBC 
and other organisations

 Failure to retain skills
 Other NSIPs
 Political support – here 

and in neighbouring LA’s
 PPA withdrawn / aborted 

/ Task & Orders not 
reflective of Council 
requirements

 Failure to represent the 
community

 Securing community 
benefits

 Failure to deliver 
potential growth 
associated with the 
projects and legacy 

 Staff become 
overwhelmed 

 Failure to produce a 
robust LIR that will 
withstand examination

 Government 
intervention for poor 
performance 

 Missed opportunities 
for growth

 Poor Developments 
implemented due to 
weak evidence base

Executive
Allan 

Holliday

CLT
Pat Graham

LMG
Steve Smith

Chris 
Hoban

Nick 
Hayhurst

Sarah 
Mitchell

Jackie 
O’Reilly

26/10/16
Score 6

04.07.17
Risk Paused in 
abeyance of 
progression of 
NSIPs process.

01.01.18 Risk 
un-paused
Score 6

01.04.18
Score 6
Programme 
un-paused, but 
not actively 
restarted.  
 01.07.18
Score 6
01.10.18
Paused

Temporary 
and 
permanent 
staff 
recruitment

Procurement 
framework 
being 
developed

PPA in place

Maintain strategy objectives and 
support delivery

To review NSIP progress and 
impact on key staff and other 
work programmes

Planning restructure and 
enlarged teams

Planning Applications 
approved 

DCO in place

Legacy Strategy 

Ability to meet the terms of 
the PPA and work packages

Local Plan, DDAs and Planning 
Applications determined in 
accordance with prescribed 
timescales
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Risk 7  Uncertainty Around Non-Domestic Rates, Appeals and Business Growth

Risk Descrption Changes in Local Government Finance means that income from NNDR is no longer guaranteed and significant appeals may result in a financial deficiency in the 
Council’s finances. The new “Check, Challenge, Appeal” process is untested.

Risk Score 12 LIKELIHOOD: Significant (4) 
IMPACT: Critical (3) Target Risk Score 12 LIKELIHOOD Significant (4)      

 IMPACT Critical (3)
Vulnerability / 

Contributing factors
Trigger(s)/Event(s) Potential 

Impact/Consequences
Risk owner Date Last 

Reviewed
Action/ Controls already in place Required 

management 
action/control

Critical Success 
Factors & KPIs

Central Government 
Business Rates Retention 
Scheme

Uncertainty regarding 
income from future NNDR 
payments

Growth of businesses does 
not happen and level of 
appeals means overall 
rateable value drops 

Performance of LEP not 
reflecting the Council’s 
Growth ambitions

Failure to be accepted onto 
Business rates pilot.

Failure to provide adequate 
budget provision for 
further Appeals from Nuclear 
Industry (NDA/SL)

Businesses enter the appeals 
procedure.

Failed /successful bids (e.g. 
Regional Growth Fund)

Check, Challenge, Appeal 
process is invoked without 
Councils knowledge was 
added to triggers.

Loss of income 

Potential permanent 
reduction in the Council’s 
base position

Loss of funded growth 
projects

Stalled development

Impact on the Medium Term 
Financial Statement.

Overall financial position of 
Council e.g. going concern 
status

Council’s relationship with 
nuclear sector.

Specific Sellafield appeal has 
disproportionate impact on 
the Councils overall financial 
position

Executive
David 

Moore

CLT
Steve 
Brown 

Section151 
officer

LMG
all

26-10-16
Score 24

20-06-17
Score 20

01.10.17
Score 20

01.01.18 
Score 20

01.04.18 
Score 20

01.07.18
Score 12

01.10.18
Score 12

Prioritisation of external bids and 
funding

Ongoing Council input on SL Socio 
economic working group and plans

Ongoing implementation of Growth 
Strategy

CBC in Cumbria Business rates Pool

Corporate Strategy

Pipeline development projects

NDA property strategy 

Monthly monitoring of NNDR

Regular meetings with NDA/Sellafield 

Role of the Council on LEP
MTFS sensitivity analysis undertaken 
for 2017-2020
Regular Dialogue with Valuation Office

Budget Strategy 
for 2019/20

Develop new 
Housing Strategy 
2018/22

MTFS for 
2018/2021

Support by 
Executive for 2019 
Business Rates 
Pilot

NNDR Collection 
performance

Number of 
bankruptcies

Number of appeals

Number of new 
business start ups

Total rateable value 
without Sellafield

Developments 
completions

NNDR Collection 
Rates

Amount of NNDR debt 
‘written off’
Balanced Budget
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Risk 8  Council ICT systems do not demonstrate resilience, redundancy and/or high availability.

Risk Description The Council is dependent on its Information and Communications Technology Systems to deliver its services. Failure of these systems, from any cause, will impact 
on service delivery, the Councils ability to manage its finances and the Council’s reputation. 

Risk Score 16 LIKELIHOOD: Significant (4)      ) IMPACT: Catastrophic (4) Target Risk Score 16 LIKELIHOOD Significant (4)      
 IMPACT Catastrophic (4)

Vulnerability / 
Contributing factors

Trigger(s)/Event(s) Potential 
Impact/Consequences

Risk 
owner

Date Last 
Reviewed

Action/ Controls already in 
place

Required management 
action/control

Critical Success Factors 
& KPIs

Previous under investment in 
ICT infrastructure and 
business systems

Inadequate business 
continuity and recovery 
arrangements,
Resulting in major internal 
and/or external disruption to 
services in the event of an 
incident.

Public Services Network 
Compliance not attained 
during annual review.

Age and structure of existing 
networks and systems

 Failure of IT systems due to 
a lack of redundancy and 
resilience.

 Loss of site due to fire or 
another severe incident e.g. 
cyber-attack

 Loss of site due to flooding 
or other severe weather 
event.

 Industrial Action 
 Major power failure and 

other utilities at Council 
buildings

 Effects of pandemics
 Major infrastructure 

changes
 Loss of key personnel
 Contractor /supplier failure

 Inability to deliver 
key/critical services e.g. 
benefits, refuse 
collection, homelessness 
applications, and 
emergency repairs. 

 Reduction in availability of 
services available to 
residents/customers, for 
example, contact centre, 
customer services, 
telephony. 

 Business Continuity

 Organisational resilience
 Performance declines
 Reputation damage
 PSN/PCI Standards 

compliance

Executiv
e

David 
Moore

CLT
Jo 

McLeod

LMG
Graham 
Morgan

26/10/16
Score 24

20.06.17
Score 20

01.10.17
Score 20

01.01.18 
Score 20

01.07.18
Score 20

 01.10.18
Score 16

Invest in underlying 
business systems either 
financially or with service 
improvements as 
technology progresses.

PSN compliance confirmed

IT policies & procedures

IT Strategy and system and 
infrastructure upgrades

Planned approach to IT 
system and equipment 
upgrades 

SharePoint project to enable 
improved Information 
Management procedures.

2018/19 Budget resource

Planned approach to 
Digitalisation of services in 
line with developing ICT 
strategy

Emergency Planning and 
business continuity plans

Disaster recovery plan 
revised.

IT equipment configuration 
to provide resilience & 
redundancy

Monitoring of planned 
approach to IT Investment

ICT Strategy agreed and 
delivered

ICT Team fit for purpose

Availability of key 
systems through good 
configuration and 
industry standard 
practices to constantly 
improve resilience and 
by proxy improve 
Business Continuity.

Minimise outages 
through effective 
management.

Return on Investment 
for IT
Compliance with 
government regulation 
standards
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Risk 9  Failure to Ensure Effective and Statutory Information Governance

Risk Description The Council has legal and statutory duties to securely store and archive confidential and sensitive data. Failure to adequately secure confidential and sensitive 
information could result in litigation and financial loss to the Council. General Data Protection Regulations (GDPR) full compliance by  May 2019

Risk Score 12 LIKELIHOOD Low (3)      IMPACT: Catastrophic (4) Target Risk Score 12 LIKELIHOOD Low (3)      
IMPACT Catastrophic (4)

Vulnerability / 
Contributing factors

Trigger(s)/Event(s) Potential 
Impact/Consequences

Risk owner Date Last 
Reviewed 

Action/ Controls already in 
place

Required management 
action/control

Critical Success 
Factors & KPIs

Loss of IT Personnel

Staff need to continually 
manage data – organisational 
behavioural changes

Changes in information 
governance regulations and 
GDPR regulations changes

Inadequate data sharing and 
data security arrangements.

Paper records not kept 
securely or appropriately

IT records not kept securely or 
appropriately

Lack of staff knowledge around 
protecting 
confidential/sensitive 
information

Ineffective processes for 
sharing of data with 
appropriate agencies 

Theft or loss of data
Theft or loss of equipment

Cyber- attack

Improper disclosure of 
confidential information.

Disposal of IT equipment

Inappropriate sharing 
of confidential / 
sensitive information

Litigation for breaking 
the Data Protection 
Act

Inappropriate sharing 
of personal 
information.

Loss of data vital to 
key services through 
theft, damage, viral 
attack or 
inappropriate 
handling.

Not meeting deadline 
for implementation of 
GDPR may resulting in 
financial penalties to 
the Council.

Executive
David Moore

CLT
Sarah 

Pemberton

LMG
Clinton Boyce

26/10/16
Score 20

20-06-17
Score 16

01.10.17
Score 16

01.01.18
Score 20

01.04.18
Score 20

01.07.18
Score 16

01.10.18
Score 12

Updated IT Acceptable User 
Policy issued to all staff with 
requirement to read and sign

to Information Asset Register 
agreed

GDPR and DPA protection 
training delivered to staff and 
members

PSN Compliance in place

Review and update polices in 
relation to GDPR regulation 

Annual IT / manual records 
Health Checks including 
penetration testing

Review and update polices in 
relation to GDPR regulation 

GDPR working group in place

75% completion of IAR held 
electronically on SharePoint

Data Protection Policy  
updated and  timetable set for 
review of other Information 
Management Polices 

Ongoing GDPR and DP training 
to be offered to new 
employees when required

Review and implementation of 
revised information 
Management policies and 
procedures.

Embed good data 
management practices

New rationalised 
IAR and use of 
SharePoint to 
review 
information assets 
 
FOI Request 
Compliance

PSN Audit 
Compliance

Policy 
Implementation 
and Compliance

Staff and member 
compliance with 
Information 
Management 
Policies
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Information Management 
Officer providing training for 
staff and members.

IT Policies and Procedures 
regarding data security

Secure Archive for paper 
records
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Risk 10  Failure to Realise Income from Commercial and Trading Activity

Risk Description  To reduce the reliance on Central Government funding, the Council is developing commercial activities to increase income. Failure in these activities would 
impact on the Council’s finances, its ability to provide services and reputation. 

Risk Score 16 LIKELIHOOD: Significant (4) IMPACT: Catastrophic (4) Target Risk Score 12 LIKELIHOOD Significant (4)
IMPACT Critical (3)

Vulnerability / 
Contributing factors

Trigger(s)/Event(s) Potential 
Impact/Consequence

Risk owner Date Last 
Reviewed

Action/ Controls already in 
place

Required management 
action/control

Critical Success 
Factors & KPIs

Contract procurement not actively 
managed or highly effective was 
added to ‘contributing factors’

Market Failure 

Political support for commercial 
projects 

Opposition from staff/members 
towards commercial way of 
operating

CBC affected by Local Businesses 
trading in the same market

Negative public perception of 
council operating commercially

Making the change to a 
commercial approach takes longer 
than anticipated.
Failure to ensure that our assets 
are maintained, invested in and fit 
for purpose.

Staff find it difficult to adopt 
new approaches and ways of 
working

Income generated fails to 
meet targets

Local SMEs suffer reduced 
profits

Public may not buy into the 
concept of the Council acting 
commercially.

Commercial Strategy not 
implemented.

Rejection of options to 
secure additional revenues, 
was added to the risk 
triggers.

Council must cover 
losses from reserves

Negative impact on 
local economy and 
bad publicity for the 
Council

CBC not financially 
self-sufficient by 2021

Local Authority 
Trading Company is 
not profitable

Executive
Mike 

Starkie

CLT
Sarah 

Pemberton

LMG
Caroline 
Adams

26/10/16
Score 16

20-06-17
Score 16

01.10.17
Score 16

01.01.18
Score 16

01.04.18
Score 16

01.10.18
Score 16

Refreshed procurement 
strategy agreed by CLT

APSE training on Effective 
Contract Management 
delivered 

Working with investors to 
identify potential CBC 
investment opportunities.

Appointment of Disruptieve

Service related commercial 
activates and opportunities 
identified in Service Plans

Commercial Strategy

Commercial Framework

Communications Plan

Market analysis

Managers Guide to Effective 
Procurement to be rolled out.

Commercialisation programme re-
setting in process

Clearly communicate the 
Commercialisation strategy, 
delivery plan and framework

Training programme in support of 
the Commercialisation strategy 
and changes to organisational 
culture to be rolled out to staff 
and members
 
Monitor performance against 
projections

Income from 
service fees and 
charges increase

Commercial ideas 
put forward by 
staff

Financial targets 
met

No of complaints 
from local 
businesses/public.
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RISK PAUSED BY CLT AT REVIEW HELD ON 03/07/17

Risk 11  Failure for Councils within the County to Prepare for the Impact on Copeland of Devolution and a Combined Authority

Risk Description
 Devolution to cities and regions is a central pillar of the government’s industrial strategy, giving regions more power to align policy with local needs. Failure to 
participate fully within this process will result in the Council not representing the needs of the residents and business of Copeland and may find itself excluded 
from negotiations, resulting in a loss of power and/or autonomy. 

Risk Score 12 LIKELIHOOD: Significant (4) IMPACT: Critical (3) Target Risk Score Risk Held LIKELIHOOD tbc (tbc) IMPACT tbc (tbc)

Vulnerability / 
Contributing factors

Trigger(s)/Event(s) Potential 
Impact/Consequences

Risk owner Date Last 
Reviewed

Action/ 
Controls 

already in 
place

Reguired 
management 

action/control

Critical Success Factors & KPIs

 Uncertainty of how 
devolved, local services 
are to be funded (i.e. 
centrally or locally)

 Inability to come to an 
agreement with other 
authorities within the 
region

 Failure to secure 
equality both within the 
devolved region and 
with other regions.  

 Unable to represent 
Copeland Residents/ 
Businesses

 Insufficient 
resources and 
capability to manage 
new responsibilities

 Ineffective co-
operation with other 
regions / cities



 Inequality in power with 
other regions

 Loss of budgets
 Loss of influence within 

Cumbria and Copeland
 Loss of control of 

current services

Executive
Mike Starkie

CLT
Pat Graham

26/10/16
Score 12

03/07/17
RISK IS 
PAUSED DUE 
TO CUMBRIA 
WIDE PAUSE 
AROUND 
DEVOLUTION

Attendance 
at Cumbria 
Chief 
Executive 
Meetings

Mayor 
involved in 
Devolution 
Consultation

Ensuring that the 
Council is represented 
at the relevant groups 
and consultations

To be determinedP
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Record of changes made the strategic risk register during Quarter Two of 2018/19

Risk 1 Failure to Maintain Focus on the Councils Core Business Current Risk Score 16

Changes made to Strategic Risk Register Reasons for changes

Implement Medium Term Financial Strategy was moved to ‘current controls’

Recovery activity and implementation of ICT strategy, was added to required 
controls.

 ICT infrastructure investment plan agreed (2018-20), was added to required 
controls

Sign off of ICT Strategy was added to required controls.

Ongoing implementation of MTFS is 
underway.

Risk 2 Lack of Capacity, Resources and Capability to Deliver the 
Corporate Strategy and Core Services

Current Risk Score 16

Changes made to Strategic Risk Register Reasons for changes

9 month review of the implementation of the new Recycling Service by 
Overview and Scrutiny Committee, was added to ‘current controls’.

Planned review.

Risk 3 Failure to Ensure Partnership Working to Deliver Corporate 
Priorities both within and outside the Council

Current Risk Score 9

Changes made to Strategic Risk Register Reasons for changes

No changes

Risk 4 Failure to Prioritise and put attention on Vulnerability and 
Social Inclusion

Current Risk Score 6

Changes made to Strategic Risk Register Reasons for changes

Bespoke consultation Plan devised and agreed for each project, was moved to 
‘current controls’.

Process in place

Risk 5 Failure by the Council to maintain an effective role within 
the Nuclear and Energy Sectors

Current Risk Score 9

Changes made to Strategic Risk Register Reasons for changes
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SPA being reviewed and Nuclear Post Advertised were both added to ‘required 
actions’

SL transformation and risk to economy of Copeland /opportunity to broaden 
economic base was added to ‘trigger events’

Recruitment of both Nuclear Development Manager and Nuclear Sector 
Development Officer was added to ‘current controls’

Risk is Paused

Risk 6 Failure to Maintain and Effective and Statutory Role in 
Nationally Significant Infrastructure Projects

Current Risk Score 6

Risk paused  due to uncertainty around the Korean commitment around Moorside and consequential delay in grid

Risk 7 Uncertainty around Non-Domestic Rates, Appeals and 
Business Rates.

Current Risk Score 12

Changes made to Strategic Risk Register Reasons for changes

Prioritisation of external bids and funding, was moved to ‘current controls’.

Ongoing Council input on SL Socio economic working group and plan

Control now in place

Ongoing action to control the risk

Risk 8 Council ICT systems do not demonstrate resilience, 
redundancy or high availability.

Current Risk Score 20

Changes made to Strategic Risk Register Reasons for changes

Invest in underlying business systems either financially or with service 
improvements as technology progresses, was moved to ‘current controls’

SharePoint project to enable improved Information Management  procedures, 
was added to ‘current controls’

0.5 Million budget has agreed for IT 
investment programme 2018-2020

Ongoing action to control the risk 

Risk 9 Failure to ensure effective and statutory information 
governance.

Current Risk Score 12

Changes made to Strategic Risk Register Reasons for changes

Page 68



Appendix B 

Risk LIKLIHOOD score reduced from significant (4) to low(3)

Loss of IT Personnel was added to ‘contributing factors’

Information Asset Register, was moved to ‘current controls’

GDPR and Data Protection Training offered to all current staff and Members 
was moved from required controls to current controls

Data Protection Policy has been updated and  a timetable set for review of 
other Information Management Polices, was added to ‘current controls’

Updated IT Acceptable User Policy issued to all staff with requirement to read 
and sign was added to ‘current controls’

75% completion of IAR held electronically on SharePoint was added to 
required controls

New rationalised IAR and use of SharePoint to review information assets, was 
added to ‘critical success factors’

Risks CLT responsible Officer reassigned to Sarah Pemberton

Due to work and project progress 
ongoing in the preparation of the 
Council for implementation.

Interim SharePoint implementation 
officer left to take up other post.

IAR agreed and 75% of assets migrated 
onto SharePoint.

1oo% completion expected by Dec 18

Risk 10 Failure to realise income from commercial and 
trading activity

Current Risk Score 16

Changes made to Strategic Risk Register Reasons for changes

Contract procurement not actively managed or highly effective was 
added to ‘contributing factors’

APSE training on Effective Contract Management delivered was 
added to ‘current controls’

Managers Guide to Effective Procurement to be rolled out, was 
added to ‘required controls’.

Risks CLT responsible Officer reassigned to Sarah Pemberton

Risk is Paused

Risk 11  Failure for Councils within the County to Prepare for the 
Impact on Copeland of Devolution and a Combined Authority

Current Risk Score 12
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1

Risk Score 20

Trend Service Area Risk Title Likelihood Impact Risk 
Score

Date of last 
review

Internal Controls in place NOTES and Internal controls to be implemented SRO

Property and Estates Capacity issues when Estates 
workload, including Disposal 
programme requirements, exceed 
resources 

5 4 20 17-Oct-2018

 BV

Risk Score 18

Trend Service Area Risk Title Likelihood Impact Risk 
Score

Date of last 
review

Internal Controls in place NOTES and Internal controls to be implemented SRO

Nuclear Delay to NuGeneration (Moorside 
project) and knock-on effect on 
NWCC project.

6 3 18 01-Sep-2018
Engagement  - opportunities with 
developers and national 
government

RW

Risk Score 15

Trend Service Area Risk Title Likelihood Impact Risk 
Score

Date of last 
review

Internal Controls in place NOTES and Internal controls to be implemented SRO

Business Support The Annual Governance Statement 
will not meet the May deadline. 5 3 15 18-Oct-2018

 Executive Director, Operations & Head of Governance 
and Commercial currently working on AGS.  Expected 
to be complete by end of October.

JMcL

Communications New website not delivered

5 3 15 05-Oct-2018

 Project manager appointed to deliver project. PID 
currently in development ahead of project board being 
reconvened. Interim measures being undertaken to 
improve current website (tidying up and deleting out-
of-date content, fixing broken links)

AC

Development Control Inability to initiate procurement and 
other processes including use of fee 
income to secure additional 
resource on demand as determined 
by workflow 

5 3 15 05-Oct-2018

 No change NH

RED OPERATIONAL RISKS REPORT – QUARTERLY SUMMARY
For Quarter Two of 2018/19

Generated on: 25 October 2018

1. RED OPERATIONAL RISKS 
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Trend Service Area Risk Title Likelihood Impact Risk 
Score

Date of last 
review

Internal Controls in place NOTES and Internal controls to be implemented SRO

Economic 
Development

Delivery issues if team cannot be 
maintained at full complement 5 3 15 04-Oct-2018

Reprioritisation - programmes 
will be altered to suit

Updated to reflect where some team members fixed 
term contracts are closer to end, leaving projects at 
risk until resource resolved

SM

Economic 
Development

Delivery issues if internal 
departments not joined up in 
approach to support objectives

5 3 15 04-Oct-2018
Work with partners to engage 
groups and residents

Raised as potential issue for public realm scheme SM

Property and Estates Capacity issue when operational 
property demands exceed resource

5 3 15 01-Oct-2018

 Categorise works ensuring regulatory works are 
prioritised. Availability of additional resources through 
service contracts  

Property & Estates Business Continuity plan 

Recruitment to vacant post & ongoing training   

BV

Parks, Open Spaces 
and Crematorium

Damage or injury to public and 
property from unstable or defective 
trees 5 3 15 01-Oct-2018

Tree Maintenance Works
Three estimates secured from 
qualified consultants to 
undertake tree survey. Pending 
review and appointment

Arboriculturalist appointed following recent tendering 
exercise. Tree condition survey to begin week 
commencing 3 Sept 2018.

JH

Strategic Planning Unsuccessful recruitment 
5 3 15 08-Oct-2018

 We now have a new Strategic Planning Officer in post 
(started 1st October), but still have two vacant posts 
(half the team), one of which is a Principal Officer.

CH

Strategic Planning Financial Resources

5 3 15 08-Oct-2018

 The programme is still being refined, based upon 
existing resources.  Options to bring forward key 
milestones will be identified, together with their 
associated costs, before a final and fully costed 
programme is agreed.

CH

2. AMBER RISKS WHERE RISK SCORE HAS INCREASED DURING THE LAST QUARTER

Risk Score 10

Trend Service Area Risk Title Likelihood Impact Risk 
Score

Date of last 
review

Internal Controls in place NOTES and Internal controls to be implemented SRO

Communications Reputational damage due to 
members’ conduct 5 2 10 05-Oct-2018  AC
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AUDIT & GOVERNANCE COMMITTEE

2019 AUDIT MONITORING REPORT

LEAD OFFICERS: Pat Graham
Sarah Pemberton

Chief Executive 
Head of Governance, Commercial and Monitoring 
Officer

Steven Brown S.151 Officer

AUTHOR: Ian Smith Internal Audit Manager

INTERNAL AUDIT WORK COMPLETED IN PERIOD (July 2018 – October 2018)

This report summarises internal audit work in the latest period.  Work has involved finalising reports 
from the 2017/18 internal audit plan and acting as key contact for the National Fraud Initiative (NFI). 
Final risk-based audit reports

Internal Audit has issued Four Final reports issued this quarter:

Final reports have been agreed for the following and summaries are attached at Appendix A.

Full copies of these reports are available to Members of the Committee.

Assurance levels were as follows:

 Operational Risk Management – Follow up - Reasonable (see Appendix A – 1);

 Performance management– Reasonable (see Appendix A – 2);

 Absence Management – Limited (see Appendix A – 3);

 Welfare Reform – Follow up - Reasonable (see Appendix A – 4).

Progress on the 2018/19 plan is included in the separate Internal Audit Work Plan report.  There has 
been some issues related to completing the plan due to the knock-on effects of the cyber-attack 
from last year and the late completion of final accounts for 17/18.

CONCLUSION AND RECOMMENDATION

The Committee is asked to note progress on the audit plan.

Consultees:  Corporate Leadership Team     
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 Follow up Audit of Operational Risk Management 

Appendix A-1 

1. Background 

 
1.1. Internal Audit issued a report on the effectiveness of Operational Risk Management on the 2nd November 2016.  The scope of the audit was to provide assurance 

over management’s arrangements for governance, risk management and internal control for: 
 

 Policies and Procedures including the Risk Management Strategy/Framework; 

 Systems in place for the recording and monitoring of operational risks; and 

 Training on operational risk. 
 

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided partial assurance.  
 
1.3. Improvements were sought in the following areas: 

 The arrangements in place to ensure that the risk management strategy is regularly reviewed, updated and communicated effectively; 

 The arrangements for the reporting of high level operational risks were unclear; 

 Managers understanding their responsibilities for monitoring and review of operational risks; 

 Adequacy of risk management training for managers; 

 Use of Pentana / Covalent to record service plans and the systems used to monitor risks on an ongoing basis; and 

 Operational risks scored in line with the Council’s risk matrix. 
 
1.4. Internal Audit undertook a follow up review to provide an update on assurance to senior management and the Audit & Governance Committee on the full 

implementation of previously agreed actions to address each recommendation.  The review checked whether controls are working effectively to mitigate the 
risks previously identified. 
 

2. Audit Approach 
 

2.1. Follow up Methodology 

 

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to confirm the 

implementation of agreed actions and that controls are working as intended to mitigate the stated risk.   

 

2.3 Audit testing is restricted to a sample basis and audit assurance is not absolute.  It is the responsibility of management to continue to monitor the 

effectiveness of internal controls to ensure they continue to operate effectively. 
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3. Assurance Opinion 

 

3.1. Internal Audit give each audit review an assurance opinion which assist Members and Officers in their assessment of the overall level of control and potential 

impact of any identified system weaknesses.  There are four levels of assurance opinion, which may be applied.  Appendix A explains and defines each 

assurance level for this report. 

 

3.2. The audit reviews whether management have successfully implemented agreed management actions and that controls are working effectively.  This confirms 

whether the response is sufficient to revise the original audit assurance opinion from that provided in the original report.  

 

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within Operational Risk Management provides 

Reasonable assurance.  The revised audit opinion assumes that the controls assessed as operating effectively, in the original report, have not changed and 

these have not been revisited as part of the follow up. 

 

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance 

cannot be given to an audit area. 

 

4. Summary of Recommendations and Audit Findings 

 

4.1. There are three levels of audit recommendation and Appendix B explains the definition for each level.  

 

4.2. Internal Audit followed up six audit recommendations from the previous review.  From the testing undertaken, there is evidence of developments, which 

allows audit to provide an improved assurance rating.   

 Four recommendations have been fully implemented; and 

 Two recommendations are partially completed and action is needed to adequately address the risk exposure 
 
4.3. Findings from the review concluded that there was one minor control affecting the two recommendations reported as partially implemented.  This 

information is summarised in Section 5 of this report. 
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4.4. Recommendations fully implemented: 

 

 Approval of the Risk Management Policy followed appropriate reviews and channels.  The review process took account of the following: 

o Possible operational change requirements; 

o Council wide communication requirements; 

o Is available on the Intranet; and 

o Clearly articulates the Councils risk appetite. 

 The application of escalation processes are appropriate and reports issued as agreed in the Policy. 

 By using Pentana to record risks and mitigation actions, management provide a trail of the actions taken. 
 

4.5. Areas for further development:  

 

From the evidence provided as part of this follow up there are two audit recommendations, which require further action as follows: 

 

The following issues relate to the delivery, recording and management of risk management training, currently undertaken by Council officers. 

 Record both the offer and uptake of Risk management training by individual managers; 

 All staff to undertake Risk management training should be included during the Induction process and where necessary remedial training identified during 

staff appraisal; and 

 In relation to the review of compliance to the Risk Management Policy, it should ensure that job roles are up to date and where necessary responsibilities 

transferred to an alternative jobholder. 
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Comment from Julie Betteridge (Executive Director, Operations and Monitoring Officer) 

 

Managing risk is an essential activity for all staff to ensure effective delivery of our services.  The continuing process of developing our staff is understood 

and recognised through job profiles, staff appraisals and most importantly supervision and operational management meetings and activity.  The offer and 

take up of operational risk management training to sustain and develop staff skills is being undertaken within the review of our corporate core training and 

induction programme content.   This action will deliver the outstanding audit recommendations around risk management training and ensure all relevant 

staff are provided access and able to use their appraisals to log their skill and risk management performance linked to the skills and systems training 

provided. 
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

 

Audit Finding  

Risk Management Strategy/Policy 

Regular reviews of the risk management policy ensure alignment with the Council’s needs, the Service Plan template and reflects relevant legislation.  The policy 

should be communicated and Officers made aware of their responsibilities. 

●  High priority - Fully Implemented  

Outcome from follow up: 

The Management response and update statement states that: 

The Audit and Governance Committee agreed the revised Risk Management Policy in April 2018.  CLT discussed the Council’s risk appetite prior to inclusion in the Risk 

Management Policy. 

 

CLT decided that unless there are significant changes, the Policy requires a review and update every two years.  The Policy is available on the Intranet for all staff and is 

be included on the Policy database. 

 

Service Plan templates will be updated for 2017/18 and explain roles and responsibilities. 

 

At the time of this review - testing confirmed the following: 

The revised Risk Management Policy was: 

 Approved through appropriate channels; 

 Takes account of possible operational change requirements;  

 Was properly communicated; 

 Is available on the Intranet; and 

 Clearly articulates the Councils risk appetite. 
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Recommendation:  No further action required. 
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Audit Finding  

Risk identification, mitigation and scoring 

Management should ensure that scoring mechanisms be explained to managers to ensure correct scoring of risks and link to Service objectives.  CLT should review 

risks as part of the overall approval of annual service plans. 

●  Medium priority - Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 CLT review risk scoring as part of annual service planning review and sign-off; 

 The risk impact scale is included in Risk Management Policy along with procedure for scoring risks. 

 

At the time of this review - testing confirmed the following: 

 

 Minutes from meetings confirm that managers are aware of current Policy requirements; 

 Both risk management and service plans use the same processes to identify and manage risks; 

 Risk management training is available for all LMG members. 

One concern would be take up of the offer.  This could mean aiming checks to those not attending to confirm compliance with the policy. 

  

Recommendation:  To ensure a consistent approach, all Service Managers are required to attend risk management training.  Retain attendance records to confirm 

managers are all aware of the correct procedures. 
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts. 

 

Audit Finding  

Reporting of High Level Operational Risks 

Management should clarify the arrangements for reporting high-level operational risks and ensure that Senior Management and the Audit & Governance Committee 

are aware of any such risks and any mitigating actions. 

●  High priority - Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 Procedure for escalating high-level (red) risks is included in Risk Management Policy; 

 Directors receive monthly updates on operational risks on Pentana and verbal updates via departmental team meetings and 1-2-1’s; and 

 Strategic risks are reported to Executive and Audit and Governance Committee, along with red, operational risks; 

 

At the time of this review - testing confirmed the following: 

 

 The Performance and Risk Management Officer (PMRO) issues operational and strategic reports CLT and quarterly reports to Audit and Governance Committee; 

 Reports include documents explaining changes made to strategic risks, reasons for the change and current risk rating; and 

 This provides evidence that risks are monitored and updated. 

 

The application of escalation processes are appropriate and reports issued as agreed in the Policy. 

Recommendation:  No further action required. 

.  

P
age 84



 Follow up Audit of Operational Risk Management 

5.3 Information - reliability and integrity of financial and operational information. 

 

Audit Finding  

Monitoring and Review 

Management should ensure that processes ensure Managers are aware of the Council’s risk management strategy/policy, the frequency required to review 

operational risks and the reporting requirements for operational risks. 

●  High priority – Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 Processes and procedures incorporated into updated Risk Policy; 

 

At the time of this review - testing confirmed the following: 

 

 Meeting notes confirmed the Risk Management Policy was discussed at LMG and CLT meetings; 

 The Policy confirms requirements for recording, reporting risks and managing risks; 

 Operational and Strategic risks are subject to monthly reporting and updating; 

 Compliance is subject to an annual internal review, with further cyclical reviews by Internal Audit (three-year cyclical governance reviews); 

 The Policy specifies when and who receives risk reports and what is required; and 

 Risk Management training offered to managers during July and August 2018. 

Minor concerns relate to obsolete job roles included in the policy and the records showing who has or has not had risk management training.  

Recommendation: That a further review of the Risk Management Policy to: 

 Confirm job roles are up to date and where necessary responsibilities transferred to the appropriate job role; 

 That all service managers have attended the training; and 

 The Council’s Risk Management Policy is included during induction processes and updated, where appropriate, following annual appraisal. 
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5.4 Value - effectiveness and efficiency of operations and programmes 

 

Audit Finding  

Training 

Introduce risk management training for all relevant Staff, linked to an updated Risk Management Policy.  Communications through the Intranet, LMG and CLT, with 

updates as required.  

●  High priority – Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 In-house Risk Management policy training organised and offered to all managers between July and early August 2018; 

 There is an option to source further ‘in-depth’ risk management training from an external provider, if requested; 

 The Risk Management Policy has been placed on the intranet for all staff to access. 

 

At the time of this review - testing confirmed the following: 

 

 Initial risk management and Pentana training is due for delivery to Managers during July and August 2018; 

 The aim of the initial training is to ensure awareness of the Policy and managing and reporting risks on Pentana; 

 Any further in-depth training will be subject to procurement of an external provider; and 

 Managers are aware of the revised procedures and the Policy is available on the Intranet. 

 

Recommendation:  No further action required. 
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Audit Finding  

Recording and monitoring of risks on Pentana 

Service plans are loaded on to Pentana to allow regular review, approval and subsequent monitoring of risks.  Record evidence of any review on Pentana. 

●  High priority - Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 Approved service plans uploaded to Pentana for regular risk monitoring; 

 Timetable for Managers and CLT Service Plan Production; 

 Risk Management Policy highlights that Service Plans need to be uploaded promptly to Pentana; 

 Requirement for monitoring and review of risks on the Covalent System. 

 

At the time of this review - testing confirmed the following: 

 

 Service plans are recorded on Pentana; 

 Monthly performance Directorate management reports include updates on risks, service plan objectives and Performance Indicators; 

 Reports to the Managing Director and the Customer Services Directorate include updated risks; 

 The PMRO collates these reports, but action is dependent on managers updating risks and regular scrutiny; 

 The PMRO adds a flag on Pentana, which issues monthly reminders to managers; 

 The Monthly Performance Report includes operational risks; 

 Reports document review dates, the risk owner and historical risk scores. 

Recommendation:  No further action required. 
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Audit Assurance Opinions 
There are four levels of assurance used; these are defined as follows: 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no weaknesses 
were identified. 
 
Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk. 
 

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified.  
 
Recommendations may include high and medium priority matters for 
address. 

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk. 

Significant non-compliance with basic controls, which leaves the system 
open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present. 
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Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 

recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 
 P

age 89



T
his page is intentionally left blank



Audit of Performance Management Framework 

Appendix A-2 

 

1. Background
 

1.1. This report summarises the findings from the audit of the Performance Management Framework.  This was a planned audit assignment, undertaken in 

accordance with the 2017/18 Audit Plan. 

 

1.2. Performance Management Framework is part of a three-year cyclical review of key governance systems.   The purpose of the framework is to provide a guide 

to Performance Management within Copeland Borough Council (CBC).  The aim is to produce accurate performance reports for Officers and Members.  The 

framework gives an overview of Performance Management and the approach adopted by the Council to deliver effective and efficient services.  

 

1.3. Performance management comprises the systems, processes, structures and supporting arrangements established by management to identify, assess, 

monitor, and respond to performance issues.  Performance management allows identification of actions, which contribute significantly to the achievement of 

the Council’s mission. 

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology  

 

2.2 Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluate the exposures to risks relating to the 

organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key audit control 

objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.3 Audit Scope and Limitations 

 

2.4 As audit testing is restricted to a sample basis and audit assurance is not absolute, it is the responsibility of management to continue to monitor the 

effectiveness of internal controls to ensure they continue to operate effectively. 
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2.5 Management agreed the Audit Scope prior to the commencement of this audit review.  The original Client Sponsor for this review was Fiona Rooney and the 

agreed scope areas for consideration were identified as follows: 

 The operation of the Performance Management Framework; and 

 Data quality, integrity, reliability of information used in performance monitoring. 

 

2.6 There were limitations placed on this audit, related to the impact on Partnership Working on performance.  The audit plan included a specific review of 

Partnership Working in 2017/18 and work carried out confirmed the findings in this report.  

 

3. Assurance Opinion 
 

3.1. Internal audit give an assurance opinion for each audit review, which assists Members and Officers in their assessment of the overall level of control and 

potential impact of any identified system weaknesses.  There are “Four” levels of assurance opinion, which may be applied.  An explanation of each level, 

provided in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within the Performance Management Framework 

provide REASONABLE assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance 

cannot be given to an audit area. 

 

4. Summary of Recommendations, Audit Findings and Report Distribution 
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are five audit recommendations are arising from this audit review and these can be summarised as follows: 

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) - 1 - 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 Review of the Framework has been through appropriate channels; 

 The procedures have been communicated and thoroughly discussed by Corporate Leadership Team (CLT) and the Leadership Management Group (LMG); 

 Reports are issued in accordance with the agreed timetable; 

 There is evidence of thorough review of the Key Performance and Performance Indicators linked to service plans; 

 Details, including Key Performance Information is up-to-date. 

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. Medium priority issues: 

 Service Managers need to ensure the accuracy of the information on Pentana and not depend on the interpretation of the PMRO; 

 The system for ensuring staffing changes and Pentana access requirements are not effective; 

 Access to the system is managed by the Performance and Risk Management Officer , however, there is no official process to notify changes of 

personnel / job roles; 

 As there is no official process for making amendments to access levels, CBC is at risk of inappropriate access and disclosure of information; 

 Need to report that there is no official succession / handover planning procedures to ensure communication of service-planning responsibilities. 

 

4.4.2. Advisory issues: 

 CLT needs to ensure all service plans are available and updated on the PMF system; 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) - 1 - 

3. Information - reliability and integrity of financial and operational information (see section 5.3) - - 1 

4. Security - safeguarding of assets (see section 5.4) - 1 _ 

5. Value - effectiveness and efficiency of operations and programmes (see section 5.5) - - 1 

Total Number of Recommendations - 3 2 
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 Managers are reliant on designated officers to update the system.  Three managers have not received any training and have not accessed Pentana; 

 Verbal updates accepted, without further written confirmation.  There is no evidence to support the updated information and could cast doubt on the 

validity of the information reported. 

 

 A further minor finding identified that when the Performance Management Framework is subject to review appropriate changes are made to both the 

processes and job roles. 

 

Comment from the Executive Director, Operations and Monitoring Officer: 

 

The audit is a fair reflection and has recognised the positive activity and update to the Council’s Performance Management Framework.  The 

recommendations offer a timely reminder to CLT and Managers to tighten processes to ensure all staff engaged in performance reporting and management 

understand and are fully trained in the Council’s processes relating to performance management.   
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

●  Medium priority 

Audit finding Management response 

(a) Responsibilities for ensuring the accuracy, update and reporting of information as required in the 

Performance Management Framework (PMF). 

The job description for the Performance and Risk Management Officer (PRMO) includes responsibility for 

the following: 

 Collecting, collating, managing and reporting performance information; 

 Maintain the database, quality control and publishing trend analysis; 

 Ensure Pentana meets management requirements; 

 Research and analysis to support improvement; 

 Co-ordinate performance development and strategy; 

 Advise users on Performance Indicators, Service Plan and monitoring arrangements. 
However, responsibilities do not include for the accuracy of the content input to the system.  That falls 

under the remit of the business experts and service managers.  The PRMO takes the information provided 

and uses that to produce management information reports. 

 

Testing confirmed that the PRMO inputs Service Plans on to the system, with Service Managers being 

responsible for regularly updating performance information.  It also confirmed that the data is subject to 

review, prior to being input, but the PRMO does not have the business expertise to identify possible 

omissions.  This means the accuracy of information reported from the PMF is dependent on service 

managers regularly checking and updating information. 

 

Our concern is that up to the end of March 2018 out of the 55 users with access rights, 33 had not been 

used in 2018 (60%).  This included four officers identified as being the Senior Responsible Officer (SRO) for 

Key Performance Indicators (KPI).  We accept that alternative, delegated officers have updated Pentana, 

except for three KPI.  The concern is that managers do not regularly access Pentana.  If other members of 

Agreed management action:  

 

a) Provide a template register for all Managers 

and SROs to formally review and update who, ie 

roles in the service, requires access to the 

performance management system and their 

responsibilities or delegations. 

b) All Managers and SROs to complete the new 

template and share with relevant staff and the 

Performance and Risk Management Officer as a 

corporate record. 

c) To ensure all Managers maintain this record 

and when changes occur amend and recirculate 

to relevant staff and the Performance and Risk 

Management Officer as the up to date 

corporate record.  

d) The Performance and Risk Management Officer 

will be responsible for a quarterly checking of 

the register to ensure that for each service and 

SRO the information is correct.  This to be done 

as part of the quarterly monitoring process.  
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staff have delegated responsibility for reporting information, manager’s access is surplus to requirements. 

 

Recommendation 1: 

That a review of staff requiring access to Pentana and the action required for managers is undertaken and 

where required access rights be removed.  Where managers decide to delegate responsibility for updating 

Pentana that this is recorded and reports confirm the information accurately reflects the original 

documentation.   

Risk exposure if not addressed: 

 Lack of awareness of risks and issues recorded on the PMF; 

 Inaccurate performance information reported; 

 Inappropriate access to Council systems; 

Responsible manager for implementing:  

Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts. 

●  Medium priority  

Audit finding Management response 

(a) Communication of Service Planning Responsibilities 

When employees commence, change or leave their roles, handovers should cover all aspects of the role, 

including responsibilities related to service planning. There is no evidence that handover procedures have 

been agreed or implemented.  This process is not a formally accepted practice. 

Agreed management action:  

 

a) Review performance management process to 

ensure the procedure clearly details how and by 

whom staff engaged have sufficient information 

and understanding of the systems for 

performance management reporting.  Discuss 

review with LMG and update the process and 

procedure as required. 

b) Talk to Managers through LMG and individually 

to ensure quarterly review of named Pentana 

users as part of performance management and 

ensure names deleted and added to the system 

through Performance Management and Risk 

Officer as administrator. 

 

Recommendation 2: 

There should be a clear process to ensure individuals receive sufficient information relating to their 

responsibilities and understand what systems they need access to. 

 

Risk exposure if not addressed: 

 Lack of handover procedures could lead to areas of responsibility being missed; 

 Ineffective succession planning; 

 

Responsible manager for implementing:  

Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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5.3. Information - reliability and integrity of financial and operational information. 

 ●  Advisory issue 

Audit finding Management response 

(a) Training and development 

There is evidence to confirm individual service areas, Leadership Management Group (LMG) and Corporate 

Leadership Team (CLT), monitor performance and challenge the information on Pentana.  The Council’s 

Executive Committee also receive regular updates for review in accordance with the PMF timetable. 

Minutes from all meetings confirm they receive updates and questions are recorded in action plans and 

meeting minutes. 

There is evidence that the delegated officer had not updated three KPI.  However, the testing confirmed 

that the remaining KPI are regularly updated and additional information is added to the system. 

The PRMO provided a list of all Managers with access to Pentana, including a list of those offered and 

accepted training.  The list provided details of responsibility for service plans, Performance Indicators, risks 

and recommendations.  However, as at the end of March 2018, eight managers out of 22 (36%), had not 

received any training (four posts were noted as vacant and one was on long-term absence). 

Agreed management action:  

 

a)  Include Pentana within core curriculum and 

personal staff training plans in line with 

requirement to use the system and keep under 

review as part of staff performance 

management. 

 

b) Early action of co-training to ensure all staff 

required are able to access effectively. 

 

 

Recommendation 3: 

CLT needs to ensure all service managers receive appropriate training to ensure performance plans are 

available and updated on the PMF system. 

 

Risk exposure if not addressed: 

 Inaccurate performance reporting; 

 Managers are unaware of PMF and reporting requirements; 

 

Responsible manager for implementing: 

a) HR Team Leader  

b) Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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5.4. Security - safeguarding of assets.  

●  Medium priority  

Audit finding Management response 

(a) Insufficient controls to ensure only valid users have access to IT systems at the appropriate levels. 

Pentana includes an Administrator access level, which testing confirmed is restricted to the PRMO. 

Administrator level allows the PRMO access to all parts of Pentana.  The PRMO is responsible for managing 

the system, including authorising, deleting and restricting access for staff and service managers to specified 

responsibilities.  This includes updating information for audit recommendations, service plans, performance 

indicators and key deliverables. 

The System Administrator is able to tailor access to individual job roles and testing confirmed that the 

PRMO has provided appropriate access rights to current staff. 

Other than managers’ names and job roles, the majority of data retained on Pentana includes no personal 

information.  However, Pentana holds all Freedom of Information requests, complaints, health and safety 

incident reports and some safeguarding information.  Testing confirmed that the PMRO controlled this 

information by allocating appropriate access rights. 

One issue is that Pentana is a web-based service and currently, managers do not report changes that could 

affect the need for access to the system.  Initial testing identified six names had been removed and one 

addition to the list of users, none of which had been submitted by the relevant line manager.  Unless user 

rights are removed, anyone leaving the Council could still access the system. 

Testing also confirmed that staff no longer working for the Council had access to Pentana.  The PRMO 

agreed that there is no formal procedure for reporting changes to job roles or staff leavers.  As at the 13th 

March 2018, five users had either left the Council or no longer required access to the system.  A user list 

issued on the 29th March 2018 had an extra user added.  Managers had not officially notified the PMRO that 

the changes were required. 

 

Agreed management action:  

 

a) Existing procedures for informing and signing 

off actions to remove leavers, set up new staff, 

and ensure staff who change roles are updated 

in our systems to be checked and reviewed in 

the light of this recommendation with any 

changes made.  

b) To set out whose responsibility it is to undertake 

this action within the revised procedure. 

c) To ensure all managers and staff are clear of 

their responsibilities within the procedure. 

d) To set up a standard review of the system 

changes in line with leavers, new staff and 

changes to job role each month which is 

reported to the Head of Corporate Resources for 

monitoring.  
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Recommendation 4: 

A procedure is required to ensure managers authorise changes to IT access for new starters, when staff 

change jobs or leave the council and that as part of this the PMRO is informed to ensure the provision of 

appropriate access rights. 

Risk exposure if not addressed: 

 Staff that have either changed job roles or leave the council could still access the information on 

Pentana; 

 Inappropriate disclosure of information; 

 Unauthorised or inappropriate access; manipulation; introduction of malicious software to the Council’s 

IT systems. 

 

Responsible manager for implementing:  

a), b) and c)    HR Team Leader 

d)   Head of Corporate Resources 

Date to be implemented: 

31/10/2018 
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5.5. Value - effectiveness and efficiency of operations and programmes.  

  ●  Advisory issue 

Audit finding Management response 

(a) That the Council retains sufficient supporting information to support information being published. 

The PMF states that the Council manages performance with the aid of Pentana, as the system allows the 

input of information as soon as it becomes available. For 2017/18 HR and Business Support did not provide 

service plans.  In addition, the Beacon and Commercials advise CLT outside the process. 

The PRMO confirmed that verbal updates related to changes to service plans, Performance and Key 

Performance Indicators were accepted.  There is no supporting evidence provided to verify the changes 

made.  There is no evidence to confirm whether Senior Managers were aware of this process. 

Without supporting evidence to confirm the verbal updates, it is not possible to place reliance on any 

subsequent changes made to Pentana. 

 

Agreed management action:  

 

a)  Procedure revisited and updated to set out for 

managers and all staff clear details of process 

and evidence and approvals required.  

b) Template produced to ensure all approvals and 

changes are recorded and monitored. 

c) Ensure all Managers and other relevant staff 

are trained in the procedure and template 

 

Recommendation 5 

Managers should ensure that all service plans are submitted following appropriate approval, and provide 

evidence in writing to confirm any changes made to service plans, Performance Indicators and Key 

Performance Indicators if changes are required. 

Risk exposure if not addressed: 

 Inaccurate performance reports issued; 

 Low level of reliance on reports; 

 Reputational damage. 

Responsible manager for implementing:  

Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no weaknesses 
were identified. 
 
Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable. 

Generally, good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk. 
 

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified.  
 
Recommendations may include high and medium priority matters for 

address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will include 

high priority matters for address. Some medium priority matters may 

also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 

recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 

Recommendation Follow Up Arrangements: 

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 

work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented. 

 Medium priority recommendations will be followed with the responsible officer within the defined timescales. 

 Advisory issues are for management consideration. 
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Appendix A-3 

 

1. Background

 

1.1. This report summarises the findings from the audit of Absence Management. This was a planned audit assignment was undertaken in accordance 

with the 2018/19 Audit Plan and focused on the management of sickness absences. 

 

1.2. Absence management is important to the organisation because staff absence affects the ability of the Council to deliver the ambitions defined 

within the Corporate Strategy and achieving the mission to “make Copeland a better place to live, work and visit” and to develop the Council into 

a “commercially focused organisation with a national reputation for high quality services.”  

 

2. Audit Approach 

 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 

relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 

five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 

report. 

 

2.2. Audit Scope and Limitations 

 

Scope: 
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2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the 

Executive Director - Operations and the agreed scope of the audit was to provide assurance over management’s arrangements for governance, 

risk management and internal control in the following areas: 

 Attendance Management Policy and Procedure (AMPP); 

 Training, support and guidance provided to Managers and Supervisors; and 

 Compliance with short-term and long-term sickness procedures including Return to Work Interviews, Self-Certification records, Occupational 

Health referrals, monitoring and reporting. 

 

Link to previous recommendations: 

 

2.2.2. The Attendance Management Policy and Procedure (AMPP) dated 01/07/11 and has not been reviewed since that date. The Annual Governance 

Statement 2016-17 – March 2018, which was reported to Audit and Governance Committee on 21/03/18 as part of the Statement of Accounts 

For the Year Ended 31 March 2017, included the finding: “A good number of Human Resources Policies are now outdated and do not reflect 

current practices.” High priority recommendation AR-C_119 “Review all Human Resources Policies to ensure they are all up to date and reflect 

current practice” shows on Pentana Performance (as at 20/08/18) as 10% implemented (implementation date was 30/06/18) with the latest note 

added 18/07/18 “The register of HR policies has been completed. Work has been paused until new HR Team Leader is in role (20th August 2018 

start date).”  The AMPP review should incorporate current working practices and reflect the introduction of the General Data Protection 

Regulation. 

 

2.2.3. The HR electronic management system was lost during the cyberattack at the end August 2017 and a replacement system, which also integrates 

with Payroll, is being sourced. HR are currently using spreadsheets as an interim measure, which includes: 

 A staffing model spreadsheet to record details of staff, grades; and  

 A sickness absence monitoring spreadsheet. 

As part of the Payroll Audit a medium priority recommendation was raised AR-C&CR_063, “Adequate arrangements should be in place to record 

and monitor sickness absence information ensuring the accurate payment of sick pay” (implementation date as 30/09/18). A note was added on 

Pentana performance monitoring system on 20/06/18 “Replacement Human Resource Information System (HRIS) is currently being sourced.”  
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2.2.4. A previous Audit recommendation AR-PP_037 stated “That Sickness Absence Management is included as part of the induction training for new 

Managers” (Sickness Absence Management Audit 2010/11). HR have confirmed that the inclusion of AMPP as part of the induction training for 

new Managers has only recently been re-introduced. 

 

3. Assurance Opinion 
 

3.1. Internal Audit give an assurance opinion for each review and these are intended to assist Members and Officers in their assessment of the overall 

level of control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The 

definition for each level is explained in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Absence Management 

provide Limited assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 

assurance cannot be given to an audit area. 

 

4. Summary of Recommendations, Audit Findings and Report Distribution 

 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are 3 audit recommendations arising from this audit review and these can be summarised as follows: 

 

No. of recommendations 

Control Objective High Medium Advisory 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 The AMPP is readily available on the intranet and a copy is issued to new starters (however, see 2.2.2 above); 

 AMPP includes clear guidance on trigger points relating to continued periods of absence and available support services, including. 

occupational health, counselling programmes and Wellness strategies; 

 HR issues are a standing agenda item for Corporate Leadership Team meetings and include  periodic sickness absence reports, the latest 

being issued on 13/06/18; 

 Employee Job Profiles clearly show “Position in Organisation” and “Employees responsible for”. The duties will also reference the various 

supervisory responsibilities of the role; and 

 Strategic Risk Register includes a risk related to capacity issues, which could be caused by high levels of sickness absence. 

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. High priority issues: 

 Training has not been provided on the AMMP since 2014; 

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1) 2 1 - 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts - - - 

3. Information - reliability and integrity of financial and operational information (see section 5.2) - - - 

4. Security - safeguarding of assets - - - 

5. Value - effectiveness and efficiency of operations and programmes - - - 

Total Number of Recommendations 2 1 - 

P
age 108



 Audit of Absence Management 

      
 

Copeland Borough Council Internal Audit Report   Page 5   
 
 

5 

 Emphasis is placed on Line Management applying the requirements recorded in the AMPP. However, there is no monitoring to ensure the 

overall process and procedures are applied. 

 

4.4.2. Medium priority issues: 

 A sample of Departmental Service Plans did not identify the operational risk to capacity caused by sickness absence. 

 

4.4.3. Advisory issues: 

 No issues identified. 

 

 

Comment from the Head of Corporate Resources 

The Support Services Review carried out in 2016/7 reduced the HR administration support headcount by 0.5 FTE.  The deleted role was largely 

responsible for sickness absence compliance.  It was intended that an element of self-regulation across all teams would be reinforced through 

the delegation of monitoring of the sickness absence measures by Managers at LMG level.  It is accepted that this has not been addressed 

through updated training to Managers.  Claire Dunn has taken up the role of HR Team Leader on 20th August 2018 and the revision of the 

mandatory (core) training programme, which includes absence management training, has been prioritised.  The current resource/workload 

levels across the HR Function will be revisited to determine if restoration of some or all monitoring activities for policy compliance can be re-

introduced.   
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

●  High priority 

Audit finding Management response 

(a) Training and Guidance 

The Attendance Management Policy and Procedure (AMPP) - includes:  

 Paragraph 2: - Council’s and Employee’s responsibilities: 

o 2.5 “… provide managers and supervisors with training, support and guidance in order 

to ensure that they are adequately equipped to deal with individual sickness problems. 

Their role is to help the employee to return to work as soon as possible, establish the 

cause of the absence, likely future patterns, maintain accurate records, and not to 

concentrate solely on the impact on their service.” 

 

However, the last training provided took place in November 2014 and the inclusion of AMPP in 

new Managers/Supervisors inductions has only recently been re-introduced. 

 

 Paragraph 4.0:- Reporting Sickness Absence: 

o 4.2 - references the use of a proforma to provide information to HR.  

 

However, during Internal Audit testing it has been identified that Managers/Supervisors are not 

aware of this proforma and so it is not used. 

 

 Paragraph 5.0:- Monitoring and Record Keeping: 

o 5.1 “Managers must maintain accurate records, as this ensures a fair and consistent 

Agreed management action:  

1. AMPP to be reviewed to remove reference to 

the pro-forma that has not been used, nor 

indeed, was not included in the policy 

document on original release. 

2. HR to produce a guidance document for 

Managers on the manual processes to be 

adopted for time recording purposes.  

Submission of records to be centralised to HR 

for monitoring purposes. 

3. HR to re-inforce to Line Managers the 

requirement for self-certifications/fit notes to 

be held by HR on the employee’s personnel 

file only. 

4. Line Managers to ensure that all Return to 

Work interview forms are sent to HR promptly 

on completion.  HR to produce guidance 

notes. 

5. Template letters to be included in AMPP as 
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managerial approach to work attendance. It also helps to raise employee awareness of 

management’s interest in this area whilst enabling each employee to review his or her 

own standard of attendance. It is an integral part of each manager’s or supervisor’s 

responsibilities.” 

 

Internal Audit testing identified that Managers/Supervisors have not been provided with any 

guidance as to the type of records they should maintain since the loss of the Zeus time 

management system in the cyberattack of August 2017. Some Managers/Supervisors are using 

manual records, daily rotas, wall charts and bespoke spreadsheets.  

 

The implementation of the General Data Protection Regulations in May 2018, means data and data 

systems should be secure by default.  Managers and Supervisors should have guidance as to the 

type of records they should maintain and secure these records.  Two of the Managers/Supervisors 

retain copies of the Self Certificates, Fit Notes and Return to Work Interviews.  Whereas, others do 

not feel that this is appropriate and they send all of the documents to HR without retaining copies. 

Guidance on the correct process to follow is needed. 

 

Managers/Supervisors were also unaware of availability of template letters, which should be used 

during the disciplinary process of trigger points for repeated occurrences of sickness absence. 

 

appendices to the policy. 

6. HR to include AMPP training in the core 

curriculum. 

Recommendation 1: 

Training should be provided on the Attendance Management Policy and Procedure and guidance 

given on the types of record keeping required, linking with the requirements of the General Data 

Protection Regulation. 
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Risk exposure if not addressed: 

 Managers/Supervisors do not follow their management responsibilities contained in the 

Attendance Management Policy and Procedure; 

 Records are retained and held in breach of the requirements of the General Data Protection 

Regulation; 

 Breaches in confidentiality occur as a result of the methods of record keeping currently in 

practice. 

Responsible manager for implementing:  

HR Team Leader 

Date to be implemented: 

December 2018 

 

●  High priority 

Audit finding Management response 

(b) Monitoring of the Attendance Management Policy and Procedure (AMPP) 

HR staff do not carry out any monitoring of the implementation of the AMPP by 

Managers/Supervisors and so there are no processes in place to ensure [AMPP para 2.1] “…that all 

employees are treated in a fair and consistent manner.”  The AMPP states at paragraphs 2.10, that 

the Council requires “managers or supervisors personally to monitor the attendance of employees 

they supervise and personally be responsible for the management of absence in their own teams.” 

 

Self certificates and Fit notes should be forwarded to HR to be recorded on their monitoring 

spreadsheet (see 2.2.4) and filed on the employee’s personal files. The emphasis is on 

Managers/Supervisors to notify and forward documents to HR.  

 

There is no process in place to monitor the receipt of Return to Work Interview forms. 

 

Internal Audit testing included an examined a sample of 23 files and identified: 

Agreed management action:  

See comments of the Head of Corporate 

Resources. 
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 Two Managers/Supervisors do not notify HR straight away of a period of short term 

absence within their team but wait for the return of the employee and the completion of 

the Self Certificate and Return to Work Interview form; 

 17/21 Return to Work Interviews for periods of absence are not held on the employee’s HR 

file; 

 12/16 Self Certificates for short term absences are not held on the employee’s HR file; 

 2/7 Fit Notes for long term absences are not held on the employee’s HR file; 

 7 of the sampled absence periods do not have corresponding evidence held on the HR file 

although the periods have been recorded on the HR Monitoring spreadsheet; and 

 6 of the sampled periods of absence are not recorded on the HR Monitoring spreadsheet. 

 

With the issues identified Internal Audit are unable to provide assurance that the AMPP is being 

applied in a fair and consistent manner across the organisation. 

 

Previous Audit recommendations have also stated: 

 AR-F&MIS_198 That a reminder is issued to managers re compliance with the standard 

Sickness Absence Management Procedures (Payroll 2009/10); 

 AR-PP_040 That if self-certification and sick/fit notes are not forwarded to the HR 

department, this should be escalated to the relevant Head of Service (Sickness Absence 

Management Audit 2010/11). 

 

These recommendations should be re-iterated as a result of this Audit. 

 

Recommendation 2: 

Current working practices are reviewed to ensure that controls are put in place to guarantee that 
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all employees are treated in a fair and consistent manner across the organisation. 

Risk exposure if not addressed: 

 Attendance Management Policy and Procedure is not applied in a fair and consistent manner; 

 Employees are treated differently depending in which department they work; 

 Grievances and appeals result from the inconsistent application of the Attendance 

Management Policy and Procedure. 

Responsible manager for implementing:  

Head of Corporate Resources 

Date to be implemented: 

March 2019 

 

●  Medium priority 

Audit finding Management response 

(c) Business Continuity Risk to Capacity Caused by Sickness Absence 

The Strategic Risk Register, which is reported to Audit and Governance Committee quarterly (last 

reported on 13/06/18) includes the general risk “Lack of Capacity, Resources and Capability to 

Deliver the Corporate Strategy and Core Services”, and this includes the Trigger(s)/Event(s): 

 Increased sickness absence; and 

 Potential Impact / Consequences - Increase in Staff absenteeism due to sickness. 

 

Controls – “Competency Framework and Performance Appraisal System in place and HR Policies”; 

and “Ability to mobilise staff resources as required for business need”. 

 

However, a sample of 5 Departmental Service Plans (2 requested Service Plans were not available 

and one of the provided plans was in draft format – cross reference to the Performance 

Management Framework Audit) did not include the operational risk to capacity caused by sickness 

absence. However, general capacity issues were identified in 2 Service Plans as Possible Service 

challenges in the next year ahead 2018/19. 

Agreed management action:  

Consideration of sickness absence and operational 

risks within each team to be included in each 

Service Plan as a template item. 
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Recommendation 3: 

Managers should identify sickness absence as an operational risk to their department and have 

adequate contingency arrangements in place. 

Risk exposure if not addressed: 

 Sickness absence creates an operational risk to service provision which impacts on the delivery 

of the Corporate Strategy and Core Services; 

 Business continuity arrangements are not in place within Departments to address the 

operational risk caused by sickness absence. 

Responsible manager for implementing:  

Head of Corporate Resources 

Date to be implemented: 

December 2018 

 

 

 

  P
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Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no weaknesses 
were identified. 
 
Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk. 
 

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified.  
 
Recommendations may include high and medium priority matters for 

address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will include 

high priority matters for address. Some medium priority matters may 

also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 

recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 

Recommendation Follow Up Arrangements: 

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 

work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented. 

 Medium priority recommendations will be followed with the responsible officer within the defined timescales. 

 Advisory issues are for management consideration. 
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Appendix A - 4 

 

1. Background
 

1.1. Internal Audit issued a report of Welfare Reform on 20/11/2017.  The scope of the audit was to provide assurance over management’s 

arrangements for governance, risk management and internal control for: 

 Local Council Tax Reduction Scheme;  

 Delivery Partnership Agreement with Department of Works and Pensions and the Real Time Initiative data;  

 Temporary Accommodation; and 

 Communications and Systems. 

 

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided Partial assurance.  

 

1.3. Improvements were sought in the following areas: 

 Budget monitoring of the Local Council Tax Reduction Scheme; 

 Local Council Tax Reduction Scheme Risk Log; 

 Corporate policies; 

 Temporary Accommodation rental payments; and 

 Outstanding actions from previous Audit review - provision of Temporary Accommodation. 

 

1.4. Internal Audit has recently undertaken a follow up review to provide an update on assurance to senior management and the Audit & Governance 

Committee on the full implementation of previously agreed actions to address each recommendation.  The review checked whether controls are 

working effectively to mitigate the risks previously identified. 

 

2. Audit Approach 

 

2.1. Follow up Methodology 
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2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to 

confirm the implementation of agreed actions and that controls are working as intended to mitigate the stated risk.   

 

2.3 As audit testing is restricted to a sample basis and audit assurance is not absolute.  It is the responsibility of management to continue to monitor 

the effectiveness of internal controls to ensure they continue to operate effectively. 

 

3. Assurance Opinion 

 

3.1. Each audit review provides an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. Appendix A 

explains and defines each assurance level for this report. 

 

3.2. Where the outcomes of the follow up confirm the successful implementation of agreed actions and that controls are working effectively, the 

Internal Audit assurance opinion may be revised from that provided by the original audit.  

 

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within Welfare Reform provides 

Reasonable assurance.  The revised audit opinion assumes that the controls assessed as operating effectively in the original report have not 

changed and these have not been revisited as part of the follow up. 

 

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 

assurance cannot be given to an audit area. 

 

4. Summary of Recommendations and Audit Findings 

 

4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B.  
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4.2. Internal Audit followed up five audit recommendations from the previous review.  From the testing undertaken, there is evidence of sufficient 

development, which allows audit to provide an improved assurance rating. Section 5 of this report summarises matters, including those areas, 

which still require further action. 

 

In summary: 

 Two recommendations have been fully implemented; and 

 Three recommendations are partially completed and require further action to fully address the risk exposure. 

 

4.3. Recommendations which have been fully implemented: 

 Monthly budget monitoring processes have been put in place to monitor the direct costs to the Council of the Local Council Tax Reduction 

Scheme; and  

 Procedures for Temporary Accommodation have been reviewed and processes have been put in place to ensure that client liabilities for rent 

payments and repair costs are appropriately processed, invoiced (where applicable), payments are recorded and outstanding debts 

monitored and recovery action taken when necessary. 

 

4.4. Recommendations which have been partially implemented:  

 The Local Council Tax Support Scheme risk log, which identifies the risks and contingency measures for the mitigation of those risks, requires 

review and updating to reflect changes within the Revenues and Benefits department; 

 A procedure for establishing the drafting, review, approval and publication of Corporate policies is currently in draft format; and 

 Previous recommendation AR-C&CS_017 “A formal agreement/contract which clearly sets out the landlord’s liabilities should be put in place 

with Home Group for the provision of temporary accommodation” has not been fully implemented. 

 

 

Comment from the Executive Director - Operations 

Actions to address the recommendations of the audit review have been worked on with the result that two of the five are complete.  As the 

follow up audit identifies three of the actions have yet to complete.  I am re-assured that two of these are able to be completed with internal 
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final actions on reviewing and updating LCTRS risk as part of the Quarter 2 Performance review activity and taking the final draft policy 

procedure to CLT for sign off along with a 2019 policy review plan.  The work has been undertaken on the formal agreement with Home Group 

and we are now awaiting the return of a signed copy of this agreement from Home Group.  Positively with the latter the content of the 

agreement is being implemented in advance of the formality of signing the procedure by Home Group and our Strategic Housing team.   In line 

with the current status of progress on recommendations a reasonable assurance is a fair reflection of the progress and importance we have 

placed on delivering the action plan from the audit recommendations.  Our social inclusion commitments to assisting our residents impacted by 

welfare reform is high priority for the Council. 
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

 

Audit Finding 

(a) Budget Monitoring of the Local Council Tax Reduction Scheme 

From 01/04/13, the Local Council Tax Reduction Scheme (LCTRS) replaced Council Tax Benefit (CTB).  This scheme has the effect of reducing the tax base 

(expressed as a number of Band D properties), and therefore the amount of Council Tax collected by the Council for itself and its preceptors, mainly 

Cumbria County Council and the Police and Crime Commissioner.  

 

Each authority is now responsible for devising its own LCTRS scheme within a reduced Government grant budget. The Billing Authority, CBC, and major 

preceptors receive a direct grant payment of 90% of the total expected expenditure of £5.06 million. The remaining 10% LCTRS cost is divided between 

CBC (12%), Cumbria County Council (75%) and the Police and Crime Commissioner (13%).  

 

However, there were no Budget monitoring processes in place to monitor the direct costs to the Council of the Local Council Tax Reduction Scheme. 

 

●  High priority 

AR-C&CS_039 Budget monitoring processes are put in place to monitor the direct costs to the Council of the Local Council Tax Reduction Scheme. 

Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

A monthly spreadsheet has been set up and loaded into Pentana to monitor the spend as a performance indicator within the Revenues and Benefits 

Service Plan 2018/19. 

 

At the time of this review testing confirmed the following: 
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Reports from the Academy system are being utilised to update a monthly monitoring spreadsheet which shows the direct costs of the Local Council Tax 

Reduction Scheme to the Council and these include the costs of the scheme to Parish which are being met by the Council. This data has been included in 

the Revenues and Benefits Service Plan performance indicators on Pentana Performance and updated monthly. 

Recommendation: No further action required. 

 

Audit Finding  

(b) Local Council Tax Reduction Scheme Risk Log 

The Local Council Tax Support Scheme report, which went to Executive on 22/11/16 stated at 6.1 “A full risk log will be retained for the CTRS scheme”.  

However, the risk log provided to Internal Audit for review only contained one risk – “Increase in caseload which would cause an expenditure increase 

due to an increase in number of claimants”.  There are no contingency measures recorded for the mitigation of this risk. A review of the Local Council Tax 

Support Scheme risk log should be undertaken to identify all risks and to record contingency measures for the mitigation of those risks. 

 

●  Medium priority 

AR-C&CS_040 Review the Local Council Tax Support Scheme risk log, to identify all risks and to record contingency measures for the mitigation of those 

risks. 

Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

The risk log is incorporated within the 2018/19 service risk log and signed off. The risks are considered monthly in line with service plan performance.  

Recent risks review highlighted: 

 The increase in the caseload remains a risk as this would increase the amount the LCTRS scheme would cost the Authority.  To mitigate the risk 

the caseload is regularly monitored to identify any fluctuations or trends.  
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 An additional future risk to be prepared for is the planned DWP migration of claims to Universal Credit due to commence in July 2019 as there is 

potential for more people to claim.  Again the monitoring of the caseload fluctuations may help to identify any fluctuations or trends along with 

some optioneering on the scheme details moving forward. 

 

At the time of this review testing confirmed the following: 

In January 2018 the Revenues, Benefits and Customer Services Manager provided Internal Audit with a risk log spreadsheet as evidence for the 

implementation of the initial recommendation. The Action Owner of the risks were assigned to this Manager; however, he left the Authority in April 

2018. The risk log has not been reviewed or updated to reflect this change. Internal Audit also note that the Impact and Likelihood Risk scoring does not 

appear to be based on the Zurich (6 x 4) Risk Assessment Matrix which is normally used by the Council to assess risks, e.g. Service Plans. 

 

A review of the 2018-19 Revenues and Benefits Service Plan V1 did not identify Local Council Tax Reduction Scheme risks as stated in the Management 

response. This was checked with the Benefits Team Leader and it has been confirmed that the Service Plan is currently being reviewed accordingly. 

 

Recommendation: 

Advisory - The Local Council Tax Support Scheme risk log should be reviewed and updated to reflect the changes within the Revenues and Benefits 

department and to use the Zurich (6 x 4) Risk Assessment Matrix. The Revenues and Benefits Service Plan should also be reviewed as per the comments 

made within the Management Statement. 
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5.3 Security - safeguarding of assets. 

 

Audit Finding  

(a) Corporate Policies 

The Information Management Strategy report and appendices went to the Executive meeting on 22/11/16; however, none of these policies were 

available on the Council’s intranet for staff reference.  The intranet has a dedicated Information Management webpage but these policies were not on 

the site.  When Internal Audit requested copies of the approved documents, we were referred to the ModGov Committee webpages. There did not 

appear to be a central repository for corporate policies. 

 

There is a weakness that policies approved by the Executive Committee are not then published on the Intranet or any awareness given to staff. There 

does not appear to be any clear lines of responsibility for this process. A procedure should be established for the drafting, review, approval and 

publication of Corporate policies. 

 

●  Medium priority 

AR-C&CS_042 That a procedure is established for the drafting, review, approval and publication of Corporate policies. 

Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

The draft procedure which has been in place for the past year to guide staff and members on producing, approving and publishing corporate policies has 

been reviewed by the new Policy Officer.   This draft of the revised procedure has been produced and is being taken to the Council’s Leadership and 

Management Group in early August and on to the Corporate Leadership Team for approval and implementation by 1st September 2018.  This procedure 

clearly sets out the responsibilities and the role of CLT in overseeing policy development and approvals.   
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The internal information governance project team is championed by the Council’s SIRO and how information and corporate documents are managed is 

within the scope of the project.  The updated procedures on policy development become part of the updated suite of information governance 

procedures once authorised by CLT. 

 

At the time of this review testing confirmed the following: 

During this review the first draft of the Policy Production Procedure was awaiting review and authorisation by Management, but no timescale was given 

to Internal Audit for this approval. It was also unclear what method would be used to establish the central repository for Corporate procedures, as the 

draft procedure referenced the use of Pentana Performance management system. However, this system is not universally accessible to all staff as a user 

account has to be established.  

 

The policies which were referenced in the Welfare Reform Audit report (Information Management Strategy, with draft report appendices on Information 

Management, Freedom of Information Policy, Data Protection Policy and the Record Retention and Disposal Policy) were still are not available on the 

intranet (as at 27/09/18). The Policy Officer is aware of this and she is carrying out a full review of Corporate procedures/policies which will be uploaded 

into the central repository once the method is decided. 

Recommendation: 

Recommendation AR-C&CS_042 “That a procedure is established for the drafting, review, approval and publication of Corporate policies” shows on 

Pentana Performance management system as fully implemented from 19/07/18. However, this review has found that this is not the case, as the Policy 

Production Procedure requires authorisation by Management and a central repository needs to be established for Corporate procedures/policies. The 

recommendation will be adjusted to show as 75% implemented with a note to explain that this is the result of this review. 
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5.4 Value - effectiveness and efficiency of operations and programmes. 

 

Audit Finding 

(a) Temporary Accommodation Rental Payments 

With the roll out of Universal Credit across the Borough, there has been a shift from clients receiving Housing Benefit awards to the amalgamated 

Universal Credit award.  This means that temporary accommodation clients now receive direct payments of Universal Credit, which incorporate an 

element for housing costs.  Prior to Universal Credit, payment for clients in temporary accommodation and in receipt of Housing Benefit were made 

direct to the Council. The Council currently rent 6 units from Home Group for the use of temporary accommodation for clients who are at risk of 

homelessness.  As such, the Council are liable for the rental payments for these units. 

 

To reduce this liability, the Council gets tenants to sign agreements that clearly state they are responsible for the rent payments.  However, there was no 

procedure in place for the raising of Sundry Debtor accounts and the issuing of invoices for these rental payments. Procedures for Temporary 

Accommodation did not reflect the introduction of Universal Credit and so do not include the requirement to raise Sundry Debtor invoices for rent. A 

review of procedures for Temporary Accommodation should be undertaken to ensure that client liabilities for rent payments and repair costs are 

appropriately processed, invoiced, payments are recorded and outstanding debts monitored. 

 

●  High priority 

AR-C&CS_043 Review procedures for Temporary Accommodation to ensure that client liabilities for rent payments and repair costs are appropriately 

processed, invoiced, payments are recorded and outstanding debts monitored. 

Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

The review of procedures has been undertaken and informed by the changes to DWP procedures on temporary accommodation.   The focus on client 

liabilities and appropriate and effective administration and processes has been shared with our key Registered Providers.  Once we receive their 

comments the updated procedures will be signed off by the relevant CLT chief officer and become operational.  This is planned for September 2018. 

P
age 128



 Follow up Audit of Welfare Reform 

      
 

Copeland Borough Council Internal Audit Service  Page 11 
 

 
  

11 

A linked action which will offer support to debt monitoring, we have drafted a new corporate debt recovery policy which is being consulted on before 

being taken through the appropriate process for formal sign off. 

 

At the time of this review testing confirmed the following: 

Procedures for Temporary Accommodation have been reviewed and ensure that client liabilities for rent payments and repair costs are appropriately 

managed and monitored. A new software package is being used which allows each Temporary Accommodation unit to have its own record which allows 

monitoring of rental payments, etc. to take place.  
 

The previous Rent Income for Temporary Accommodation spreadsheet has had to be re-created because of the cyberattack (August 2017) and it 

contains sufficient detail to allow monitoring, e.g. rental periods, charges, payments received, Housing Benefit awards, or, where applicable, the 

issuance of Sundry Debtor invoices. Internal Audit noted that the spreadsheet in use did not incorporate formulas and that input was on a manual basis 

only. This raised the risk of data input errors being made and so advice was provided and the spreadsheet was amended for future use. 

 

From April 2018 a change in Government policy allowed for Temporary Accommodation rents to be paid via Housing Benefit claims rather than Universal 

Credit, and so this will allow for payments to be made directly to the Housing Options department. This is a return to the process followed before the 

implementation of Universal Credit and so greatly reduces the risks of non-payment identified in the original recommendation. 
 

Internal Audit testing of debts that were identified during the initial Audit found that the majority were still outstanding. However, consideration has to 

be given to the effect of the August 2017 cyberattack on the Finance system which led to a period when the Sundry Debtors system was unavailable to 

Officers and the subsequent problems with the Cash Receipting feeder system interface which meant that debtor accounts were not being updated with 

payments. These issues were identified during the Sundry Debtors audit (final report issued 10/04/2018) and a follow up of this area is included in the 

2018/19 Audit Plan and will be due to commence during quarter three. A Sundry Debtor high priority recommendation required that “The level of 

historical aged debt is reviewed for Sundry Debtors and consideration given to writing off those debts deemed unrecoverable or uneconomic to pursue. 

Any write offs should be reported to the Executive” (Implementation target date of 30/09/18). 

Recommendation: No further action required. 
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5.5 Outstanding Actions from Previous Audit Review 

 

Audit Finding  

(a) Homelessness/Temporary Accommodation Audit 2015/16 - Provision of Temporary Accommodation        06/01/16 

The Council’s housing stock was transferred to Home Group in 2004 and Home Group remains as the largest local social housing provider. The Council 

currently rent 6 unfurnished units from Home Group (4 flats and 2 family homes) for the provision of temporary accommodation. Although a licence 

agreement had been put in place with Home Group, the current agreement did not include any details of the landlord’s responsibilities under the 

agreement. Internal Audit understood that the format of the current agreement was currently under review with Home Group and this issue should be 

addressed as part of this review. 

 

●  Medium priority 

AR-C&CS_017 “A formal agreement/contract which clearly sets out the landlord’s liabilities should be put in place with Home Group for the provision of 

temporary accommodation.” 

Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

A formal agreement has been produced with and formally shared with Home Group.  This sets out our formal arrangements and each parties 

responsibilities.   The arrangements in this agreement are now being used by both parties. 

 

At the time of this review testing confirmed the following: 

The Solicitor confirmed on 28/09/18 that the agreement was still under review by Home Group’s property lawyer. However, Pentana Performance 

management system shows that the recommendation (AR-C&CS_017) as fully implemented, with a note added 11/04/18 that a formal agreement was 

in place. 
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Recommendation: 

Recommendation AR-C&CS_017 “A formal agreement/contract which clearly sets out the landlord’s liabilities should be put in place with Home Group 

for the provision of temporary accommodation” shows on Pentana Performance as fully implemented, with a note on 11/04/18 “Formal agreement in 

place.” However, this review has found that this is not the case. The recommendation will be adjusted to show as 75% implemented with a note to 

explain that this is the result of this review. 
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Audit Assurance Opinions 
There are four levels of assurance used; these are defined as follows: 
 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no weaknesses 
were identified. 
 
Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk. 
 

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified.  
 
Recommendations may include high and medium priority matters for 
address. 

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse. 
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Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present. 
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Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels 

of audit recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 
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AUDIT & GOVERNANCE COMMITTEE – 7th November 2018
INTERNAL AUDIT PERFORMANCE MEASURES (Q2 2018/19)

KPI Measure of Assessment Target Actual performance data

Output Measures

Planned audits completed.

To enable an annual opinion to be 
provided on the overall systems of risk 
management, governance and internal 
control.

% of planned audit reviews (or approved 
amendments to the plan) completed in 
respect of the financial year.

95% (target reflects need for audit plans 
to be dynamic and respond to emerging 
risks).

Quarterly reports ensure delivery 
against the plan is on track.

There are 20 reviews in the 2018/19 
plan.  The total includes one carried 
forward from 2017/18 and eight follow 
up reviews.

To date 12 audits have commenced and 
a further audit that has been cancelled.
 Four where final Report has been 

issued;
 Two awaiting response to draft 

reports; and
 Six where work is in progress.

Audit scopes agreed % of audit scopes agreed with 
management and issued before 
commencement of the audit fieldwork.

100%
Reported quarterly

Actual – 100%

Draft reports issued by agreed deadline % of draft internal audit reports issued 
by the agreed deadline or formally 
approved revised deadline agreed by 
Audit Manager and client.

80% (target is a reflection that this is a 
new way of working and deadlines may 
be impacted by several factors including 
client availability).
Reported quarterly

All reports issued within agreed 
deadlines – possible delays discussed 
with clients and where necessary 
revised dates agreed. 

Timeliness of final reports % of final internal audit reports issued 
for senior manager comments within 5 
working days of management response 
or closeout.

90% (target recognises that there may 
on occasion be delays in finalising 
reports, eg. - where further work is 
required to resolve matters identified at 
closeout meeting)
Reported quarterly.

To date, all final reports issued for 
senior management comment within 5 
working days of the close out meeting. 
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KPI Measure of Assessment Target Actual performance data

Recommendations agreed % of recommendations accepted by 
management

95% quarterly (target reflects that it is 
management’s responsibility to assess 
their risks and take final decision on 
whether risk may be accepted)

To date, management has accepted 
every recommendation. 

Follow up % of high priority audit 
recommendations implemented by 
target date

100% Quarterly Overdue actions are now included in a 
separate report from the Head of 
Corporate Resource.

Assignment completion % individual reviews completed to 
required standard within target days or 
prior approved extension by Audit 
Manager

75% (target reflects that this is a new 
way of working for the audit service and 
systems for monitoring time spent on 
assignments may need to be further 
developed)

All 12 of the audits commenced in the 
current plan have been subject to 
review. 

Quality Assurance

Quality Assurance checks completed % QA checks completed 100%.

Reported quarterly

Actual – 100%.

Customer Measures

Post audit customer satisfaction survey 
feedback.

% of customer satisfaction surveys 
scoring the service as ‘good’

80% (target reflects the need for 
internal audit to strive to deliver a 
customer focused service, but that due 
to the nature of internal audit roles and 
responsibilities, may not always elicit 
positive feedback).

Reported annually

No surveys returned to date.

People Measures
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KPI Measure of Assessment Target Actual performance data

Efficiency. % chargeable time. 80% (target takes account of non-
chargeable activities such as staff 
holidays, service development projects 
and team meetings).

Reported quarterly.

Actual to end of Q2 (2018/19) – 80%
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Internal Audit Plan 2017/18 – progress against plan at 30th September 2018

Directorate Audit (Priority 1, 2, N/A) Timing Status

Risk Based Audits

1 Executive Director Performance Management 
Framework

Carried forward from 
2017/18

Draft Report reissued – 14/08/2018.

Final Report issued 20/08/2018.

2 Chief Executive Quality assurance of statutory 
accounts

Timing – Quarter 1 Work in progress

Delay due to amendment of scope for 
the audit.

Draft report issued 30/10/2018

3 Chief Executive Licensing Timing – Quarter 2 Scoping meeting: - 30/05/2018

Work in Progress

Testing and final evaluation stage.
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Directorate Audit (Priority 1, 2, N/A) Timing Status

4 Executive Director Absence Management Timing – Quarter 2 Draft Report reissued – 15/10/2018.

Final Report issued 19/10/2018.

5 Executive Director Accountable Body / Copeland 
Community Fund

Timing – Quarter 2 Scoping meeting: - 05/06/2018

Following scoping review – Executive 
Director / Audit Manager agreed that 
Accountable Body (CCC) work embraces 
risk.

Agreed at A&GC – 08/08/2018

Removed from current plan – 5 days 
used to scope and initial evaluation.

 

6 Executive Director Strategic Housing DFG Timing – Quarter 3 Scoping meeting: - 25/10/2018

Work in Progress

Initial Evaluation stage.

7 Executive Director Social Inclusion Policy Timing – Quarter 4 Not Due
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Directorate Audit (Priority 1, 2, N/A) Timing Status

8 Chief Executive Information Governance Timing – Quarter 4 Not Due

Risk Based - Follow Up Audits

9 Executive Director Welfare Reform Timing – Quarter 1 Management Update issued – 
10/05/2018

Draft Report issued to senior 
management for comment.

Final Report issued 26/10/2018

10 Chief Executive Contract Management of Building 
Maintenance

Timing – Quarter 2 Management Update issued – 
07/08/2018.

Testing delayed awaiting the 
engagement of a Property Services 
Manager.

Draft report due 30/10/2018.

11 Executive Director Community Asset Transfer Timing – Quarter 3 Not Due

12 Executive Director ICT Strategy implementation Timing – Quarter 4 Not Due
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Directorate Audit (Priority 1, 2, N/A) Timing Status

Cyclical audits of main financial systems

13 Chief Executive Corporate Governance Timing – Quarter 3 Scoping meeting: - 29/10/2018

Work in Progress

Initial Evaluation stage.

14 Chief Executive Creditors Timing – Quarter 2 Scoping meeting - planned – 05/11/2018

Delayed due to completion of Out-turn 
reports and Final Accounting action.

Work in Progress

Initial Evaluation stage.

15 Chief Executive Main Accounting Timing – Quarter 3 Scoping meeting - planned – 05/11/2018

Work in Progress

Initial Evaluation stage.
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Directorate Audit (Priority 1, 2, N/A) Timing Status

16 Chief Executive NNDR Timing – Quarter 4 Not Due

Cyclical / Main Financial Systems - Follow Up Audits

17 Executive Director Operational Risk Management Timing – Quarter 2 Draft Report reissued – 19/07/2018.

Final Report issued 31/07/2018.

18 Chief Executive Cash Receipting Timing – Quarter 2 Scoping meeting: - 21/08/2018

Work in Progress – awaiting final 
documents to finalise testing.

Testing and final evaluation stage.

19 Chief Executive Sundry Debtors, Debt Recover and 
Write off

Timing – Quarter 3 Not Due

20 Executive Director Payroll Timing – Quarter 3 Not Due
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